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2018 Security Improvements



Elections Systems Security
Security of All Elections Systems
• For that reason, the Secretary of State’s office encouraged all county 

elections and IT departments to participate in the following 
information-sharing communities:
oColorado Threat Information Sharing network (CTIS)
oColorado Information & Analysis Center (CIAC)
oMulti-State Information & Analysis Center (MS-ISAC)
oElections Infrastructure Information & Analysis Center (EI-ISAC)



Elections Systems Security (continued)
Security of Voter Registration System
SCORE and WebSCORE operated without interruption on Election Day in 2018. Why?
• Third-party penetration testing and vulnerability assessments (since 2008) 
• Mandatory cybersecurity training for all users (since 2013)
• Two-factor authentication (2FA) (since 2013)
• Network and database performance monitoring tools (since 2015)
• Election Rules requiring counties to install endpoint malware protection and report 

cybersecurity incidents (since 2016)
• DHS risk and vulnerability assessments (2017-2018)
• DHS Hunt and Incident Response Team (HIRT) forensic search for past penetrations and any 

lurking malware (2018)
• Redundant deployment of Cloudflare and Google Shield for distributed denial-of-service 

(DDoS) attack protection (2018)



Elections Systems Security (continued)
Security of Vote Tabulation Systems 
• In 2018, Colorado became the first state in US to require voting system 

vendors to provide programming services using only hardware & 
software certified in CO as verified through SOS trusted build process, 
comply with new removable media rules, and deliver the programming 
to counties physically rather than by any method exposed to the 
internet (new Election Rule 20.7)



Elections Systems Security (continued)
Security of Vote Tabulation Systems (continued)
Risk-limiting Audits (RLAs)
• In 2017, Colorado became first state to conduct statewide RLA

o SOS formed RLA Representative Group consisting of county election officials 
and nationally recognized RLA subject matter experts

o SOS engaged Free & Fair to develop open source RLA software, which has since 
been improved and enhanced by Democracy Works

• CO counties have now successfully conducted 3 statewide RLAs



Elections Systems Security (continued)
Security of Vote Tabulation Systems (continued)
Risk-limiting audits (RLAs) (continued)
• RLAs offer high statistical probability of discovering and correcting a 

“wrong” election outcome (if one exists) before official results are 
certified, they represent an extremely important advance and robust 
additional layer of elections security
• No other state in US currently has this ultimate “fail safe” protection







Help Keep Colorado Elections Safe Campaign

• In October, we began an ad 
campaign encouraging 
Coloradans to report any security 
issues that they saw to our office.
• Advertised using banner ads 

online and the existing text-2vote 
platform. 



Help Keep Colorado Elections Safe Campaign



Help Keep Colorado Elections Safe Campaign



2018 EPIC TTX



VICE News





2018 General Election 
Turnout



Colorado’s 2018 Registration Totals by Party 

ACN APV DEM GRN LBR REP UAF UNI Grand Total

TOTAL ACTIVE ELECTORS 10,545 234 1,049,381 9,989 40,546 1,002,995 1,295,725 1,441 3,410,856

TOTAL ELECTORS (Active + Inactive) 12,542 234 1,189,166 12,424 47,493 1,138,236 1,544,744 1,636 3,946,475



Colorado’s Registration



Colorado’s 2018 General Election 
Turnout by Categories of Voters

Voting Eligible Population Registered Voters Active Registered Voters
Turnout Percentage 63.0% 65.5% 75.7%
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Active Voter Turnout in Colorado’s Most 
Populous 11 Counties

Mesa El Paso Pueblo Adams Denver Arapahoe Weld Larimer Douglas Boulder Jefferson
Active Voter Turnout % 56.3% 59.0% 59.3% 62.4% 64.5% 65.0% 66.2% 71.2% 71.3% 71.9% 72.4%
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Percentage of the Vote by Party
2014 v. 2018 

32.0%

37.3%

29.3%

1.3%

32.9%
31.5%

34.0%

1.5%

0.0%

5.0%

10.0%

15.0%

20.0%

25.0%

30.0%

35.0%

40.0%

Democrats Republicans Unaffiliated Other

2014 2018



2018 General Election 
Active Voter Turnout by Age
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Percentage of the Vote by Age Category
2014 v. 2018 
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Active Voter Turnout by Sex
2014 v. 2018 
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Colorado’s Turnout Compared 
to the Nation and other States



Colorado v. National Turnout 
2000-2018 

Presidential
2000

Midterm
2002

Presidential
2004

Midterm
2006

Presidential
2008

Midterm
2010

Presidential
2012

Midterm
2014

Presidential
2016

Midterm
2018

Colorado 57.5% 46.6% 67.3% 48.1% 71.6% 51.7% 70.6% 54.7% 71.9% 63.0%
National 55.3% 40.1% 60.7% 41.3% 62.2% 41.8% 58.6% 36.7% 60.1% 50.1%
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Colorado’s v. National Turnout During 
Presidential Elections

2000-2016 

Presidential 2000 Presidential 2004 Presidential 2008 Presidential 2012 Presidential 2016
Colorado 57.5% 67.3% 71.6% 70.6% 71.9%
National 55.3% 60.7% 62.2% 58.6% 60.1%
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Colorado’s v. National Turnout During 
Midterm Elections 

2000-2018 

Midterm 2002 Midterm 2006 Midterm 2010 Midterm 2014 Midterm 2018
Colorado 46.6% 48.1% 51.7% 54.7% 63.0%
National 40.1% 41.3% 41.8% 36.7% 50.1%
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Top States VEP Turnout
2000-2018

2000 2002 2004 2006 2008 2010 2012 2014 2016 2018
Minnesota 1 1 1 1 1 2 1 6 1 1
Wisconsin 3 11 2 6 2 6 2 2 5 3
Colorado 19 13 11 15 5 8 3 4 4 2
Maine 4 4 3 5 4 1 6 1 3 6
Oregon 5 3 4 7 8 4 13 5 8 5
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Election Assistance Commission
Overall Turnout in 2016
• When assessing election administration, one primary outcome of interest is 

turnout. In this report, two different approaches are used to measure voter 
turnout. The first method is to compare the number of Americans who 
voted as a percentage of the civilian voting age population (CVAP). 
According to the EAVS, 140,114,502 Americans voted in the 2016 General 
Election. This number represents 63 percent of the CVAP nationally. The 
data in Figure 2 show that approximately half of all states had turnout rates 
between 60 and 70 percent of CVAP. 
• Five states—Oregon, Maine, New Hampshire, Minnesota, and Colorado—

had CVAP turnout rates of more than 70 percent.
• https://www.eac.gov/assets/1/6/2016_EAVS_Comprehensive_Report.pdf



2016 Turnout as a 
Percentage of CVAP
The Bottom 40

(Two below 50%:  HI and AR)



EAC: 2016 Turnout as a Percentage of CVAP
The Top 11 (Five above 70%:  OR, ME, NH, MN, and CO)



2018 General Election 
Voting Methods
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2018 General Election 
Vote Method – Mail v. In=Person
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2018 General Election 
UOCAVA Return Method
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The 4.7%--VSPC Usage 

(aka/The Hockey Stick Slides)



Number of VSPCs Open By Day
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2018 General Election VSPC Usage by Day 
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2018 General Election 
VSPC Average Usage by Day 
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2018 General Election 
Ballot Return Method 

Drop Box 
76%

USPS 
24%



2018 General Election 
Ballot Return Method 
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2018 Post-Election Changes 







Ballot Rejection Rates 



2018 General Election
Rejection Rate by Registration Duration



2018 General Election 
Signature Verification Likelihood 

Signatures in SCORE Failed to Verify Number of Voters %

0 120 6,084 1.97%

1 6,812 411,925 1.65%

2 4,629 369,675 1.25%

3+ 14,365 3,009,493 0.48%

TOTAL 25,926 3,797,177 0.68%



2018 General Election 
Signature Discrepancy Rate by Age
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2018 General Election 
ID Deficient Rejection Rate by Age
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2018 General Election
Ballots Rejected - Returned After 7pm, Nov. 6
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2018 General Election 
Total Rejection Rate by Age
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Questions?


