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Chapter 1 - Introduction

CHAPTER 1: INTRODUCTION

Mobile Ballot Production is a Windows application that is used to search, preview
and print ballots via a local printer device. The application makes use of ballot
information and PDFs produced by the Election Event Designer (EED)
application and minimizes the time it takes to search for, and print the ballots
required for the election. It allows the voter who is unable to vote at their
designated polling location, to go to any other location which supports this
functionality and cast their vote.

1.1 Relevant Disclaimers

This document may make reference to certain Democracy Suite functionalities
that are not part of the current 5.11 campaign and should be disregarded
throughout the document.

For a full list of relevant disclaimers, please see the “Relevant Disclaimers” section
in the 2.02 - Democracy Suite System Overview Document.
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Democracy Suite® EMS Mobile Ballot Production User Guide

CHAPTER 2: USING THE APPLICATION

2.1 Installing Mobile Ballot Production

This section outlines how to install the EMS Mobile Ballot Production application
using the EMS Installation DVD. Please note that you must first install
prerequisites before you continue with Mobile Ballot Production application
installation.

Mobile Ballot Production prerequisites are:

« Microsoft SQL Server 2016 Express
« Adobe Acrobat Reader 11.0 or newer.

DOMINION
VOTING

I EMS Client Applications
I EMS Server Applications
I EMS Prerequisites

Welcome to the EMS Installation

Figure 2-1: EMS installer screen

2.2 Installing Prerequisites

2.2.1 Installing Microsoft SQL Server 2016 Express
Installation

1. To install Microsoft SQL Server 2016 Express, insert the EMS Installation
DVD, and click the Install tab.

2. Expand the EMS Prerequisites item, and select Microsoft SQL Server 2016
SP1 Express With Advanced Services.

3. Choose directory for extracted files screen appears.

Version: 5.11-CO::1 2 5/31/2019
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4. Click OK.

Figure 2-2: Choose directory for extracted files Screen

5. Setup extracts the installation files.
6. Depending on your security settings, a Security Warning dialog may appear.
7. Click Run to start the installation.

Preparing: c:\temp'\sglexpr\PCUSOURCEwE4\Setup'sgl... \SQL_ENGINE_CORE_INST.MSP

Figure 2-3: Extracting Files Screen

8. The SQL Server Installation Center screen appears.

9. Click the New SQL Server stand- alone installation or add features to an

5/31/2019 3 Version: 5.11-CO::1
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existing installation option.

Installation
Resources
Options

&

Launch a wizard to install SQL Server 2006 in a no
features to an existing SQL Server 2016 instance.

Install SQL Server Management Tools

Launch a download page that provides a link to i
50L Server command-line utilities (SOLCMD and
SQL Server Profiler and Database Tuning Advisor,
install these tools.

Install SQL Server Data Tools

Launch a download page that provides a link to i
S50T provides Visual Studio integration including
Database, the SQL Server Database Engine, Repor
Integration Services, An internet connection is re

Upgrade from a previous version of S0L Server

Launch a wizard to upgrade a previous version of

Figure 2-4: SQL Server Installation Center Screen

10. The License Terms screen appears.

Version: 5.11-CO::1 4

5/31/2019



Chapter 2 - Using the Application

11. Check the I accept the license terms box and click Next.

bl SQL Server 2016 Setup =i -

License Terms

To install QL Server 2016, you must accept the Microsoft Software License Terms,

License Terms ~
MICROSOFT SOFTWARE LICENSE TERMS

Global Rules

Microsoft Update MICROSOFT SQL SERVER 2016 EXPRESS

Product Updates

These license terms are an agreement between Microsoft Corporation (or based on where you

etalletup ke live, one of its affiliates) and you. Please read them. They apply to the software named above,

Install Rules which includes the media on which you received it, if any. The terms also apply to any
Feature Selection Microsoft

Feature Rules « updates,

Feature Configuration Rules

Installation Progress »  supplements,

Eninpke » Internet-based services, and

s sunnort services
E=] :
Copy  Print
| accept the license terms.
SQL Server 2016 transmits information about your installation experience, as well as other usage and

performance data, to Microsoft to help improve the product. To learn more about SQL Server 2016 data
processing and privacy controls, please see the Privacy Statement.

< Back Mext » | | Cancel

Figure 2-5: License Terms Screen

12. The Microsoft Update screen appears.
13. On the Microsoft Update screen, click Next.

5/31/2019 5 Version: 5.11-CO::1
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NOTE: Do not select the checkbox in the Update Screen.

Microsoft Update
Use Microsaft Update to check for impartant updates

License Terms Microsof Update offers secunity and cther impostant updates for Windows and cther Microscé:
Global Rudes software, including S0OL Server 201 6. Updates are delivered using Automatic Updates, or you can visit

Microsoft Uipdate the Microsoft Updste website.
Product Updates [ Use Micresedt Update to chack fior updates (racommended)

Install Setup Files
Microsoft Update FAQ
Install Rules

Feature Selection Micresoft Uodate Privacy Statement
Featuwre Rules
Feature Configuration Rules

Imstallaticn Progress
Cornplete

Figure 2-6: Microsoft Update Screen

14. The Product Updates screen appears.

Version: 5.11-CO::1 6 5/31/2019
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15. Click Next to continue.

Product Updates

Abways imstall the latest updates to enhance your SOL Server secwnity and perfermance.

License Tesrns &3 SOL Sencer Setup could not sasrch for updates through the Windows Updste service, You can sither

Global Rules check again or click Next ta continue. Te troubleshoot issues with your Windows Update service,
view the lnk below, ensure you have kntermet or network access, and ensure your Windeows Update

Microsaft Update service can find updates interactively thrcugh the Windows Update control panel,

Product Updates

Install Setup Files Error QxB024402C: Exception from HRESULT: DxB024402C

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rulles

Installation Progress

Complete

Figure 2-7: Product Updates Screen

16. The Install Rules screen appears.

5/31/2019 7 Version: 5.11-CO::1
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17. Click Next to continue.

Install Rules

Sefup rules identify potential problems that might occur while running Setup. Failures must be comected before Setup

can continue:

License Terrns

Global Fules

Microsaft Update

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Conliguration

Database Engine Cenfiguration
Reposting Sendsces Configuration
Consent te install Microseft R ...
Feature Configuration Rules
Installation Progress

Complete

Cperation completed. Passed: 3. Failed 0. Waming 2. Skipped 0.

Hide details <<

Rule

Fusion Actrve Template Librany (ATL)
Censistency validation for S0L Server registry keys

Cemputer domain contraller
Microsoft MET Application Secunty

‘Windows Firewall

Figure 2-8: Install Rules Screen

18. In the Feature Selection screen , select the Microsoft SQL Server 2016

Express features to be installed.

19. Check Database Engine Services, Full Text Search and Reporting Services

Version: 5.11-CO::1
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Native and click Next to continue.

Salect the Express features to install,

License Terrns

Global Rules

Microsoft Update

Imstall Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Distabaze Engine Configuration
Reporting Sendoes Configuration
Feature Configuration Rules
Installation Progress

Complete

Features:

Instance Features
1+ Database Engine Services
[ S0 Server Replication
1 R Senices (In-Database)
[+ Full-Text and Semantic Extractsans for Sea
[ PalyBase Query Senvice for External Data | =
1| Reparting Services - Mative
Shared Features
b Client Tools Connectivity
b Client Tools Backwards Compatibalty
i Client Toals 50K
1# Documentation Components
S0L Client Connectivity SOK
]

<]

Chapter 2 - Using the Application

Feature desenption:

The configuration and operaticn of each
instance feature of a 501 Server instance is
isalated from other 500 Server instances. S0L
Server instances can cperate side-by-side on

Prerequisites for selected features:

Already installed:
Windaws PawerShell 3.0 or higher

gy —

Ciisk Space Reguirements

Drive C: 2661 MB requared, 118822 ME
mvailable

[ Selact All || u-.;dmm||

Instance root directon:

|c:\Pragram Files\Micrasaft SCL Server

Shared feature directonyn

|C\Pragram Files\Micrasoft SCL Server,

Shared feature directory (xB6):

| C\Pragram Files (x86)\Microsaft SOL Server:

20.

| [ Nee>

Figure 2-9: Feature Selection Screen

In the Instance Configuration screen, select Default instance and click Next

Version: 5.11-CO::1
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Specify the service accounts and collation configuration.

License Terms

Global Rules

Microsoft Update
Install Setup Files
Install Rules

Feature Selection
Feature Rules

Instance Canfiguration

Server Configuration

Service Accounts | Collation

Microsoft recommends that you use a separate account for each SQL Server service,

Service
SQL Server Database Engine

SQL Server Reporting Services

Account Mame

Password

Startup Type

NT Service\MSSCLSERVER

Automatic

NT Service\ReportServer

Automatic

S0L Server Launchpad

NT Service\MSSCLLaun...

Automatic

SQL Full-text Filter Daemon Launc..

NT Service\MSSQLFDLa...

Manual

SOL Server Browser

NT AUTHORITYLOCAL ...

Disabled

Database Engine Config
Reporting Services Configuration
Consent to install Microsoft R ...
Feature Configuration Rules
Installation Progress

Complete

[] Grant Perform Volume Maintenance Task privilege to SOL Server Database Engine Service

This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
to information disclosure by allowing deleted content to be accessed,

Click here for details

Figure 2-10: Instance Configuration Screen

21. In the Server Configuration screen, set NT AUTHORITY\SYSTEM as the
Account Name for SQL Server Database Engine and SQL Server Reporting

Version: 5.11-CO::1
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Services items.

Server Configuration

Specify the service accounts and collation configuration.

Chapter 2 - Using the Application

License Terms

Global Rules

Microsoft Update
Install Setup Files
Install Rules

Feature Selection
Feature Rules

Instance Configuration

Server Configuration

Service Accounts | Collation

Microsoft recommends that you use a separate account for each SQL Server service.

Service

SOL Server Reporting Services

Account Name

Password

Startup Type

NT Service' MS5CQL5ERVER

Automatic

NT Service\ReportServer

Autematic

SQL Server Launchpad

NT Service\MSSQLLaun...

Automatic

SOL Full-text Filter Daemon Launc...

NT Service\MSSQLFDLa...

Manual

SOL Server Browser

NT AUTHORIT\LOCAL ..

Disabled

Datak Engine Config
Reporting Services Configuration
Consent to install MicrosoftR ...
Feature Configuration Rules
Installation Progress

Complete

[T] Grant Perform Velume Maintenance Task privilege to SOL Server Database Engine Service

This privilege enables instant file initialization by aveiding zeroing of data pages. This may lead
to information disclosure by allowing deleted content to be accessed.

Llick here for details

Figure 2-11: Server Configuration Screen

11

22. In the screen that appears, from the combo box select Account Name for

Version: 5.11-CO::1
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SQL Server Database Engine and click Browse.

Server Configuration

Specify the seniice accounts and collation configuration.
License Terms Service Accounts | Collation
Global Rules
Microseft Update Microsoft recammends that you use a separate sccount for each SOL Server service.
Install Setup Files Senvice Startup Type
Install Rules SOL Server Database Engine Autoratic  |v
Feature Selection SOL Server Reporting Sendces Autornatic |
Festure Rules S0L Server Launchpad Automatic
Instance Configuration S0L Full-vext Filter Daemon Launc., | NT Sendce' MSSOLFDA... Marial
Server Canfiguration S0 Server Browser NT AUTHORITY\LOCAL . Disabled -
Database Engine Configuration
Iln:lurl'mg Smri:ls(uﬁgur & D-&aﬂt Perfoern Volume Maintenance Task pri\iagemsﬂ',l'. Server Database Eng'n: Sarvice
Consent to install Microsoft R ... This privilege enalbles instant file initialization by avoiding zeroing of data pages. This may lead

= e to infommation disclosure by allowing deleted content to be accessed.
Featu _c'“' KR Cli ; :
Installstion Progress
Complete

| <Back || Mets || Conea

Figure 2-12: Server Configuration Screen

23. On the Select User or Group screen, type SYSTEM and click OK.

Select this object type:

User, Group, or Builtin security principal
From this location:
WIN-TSHPBBJERME

Enter the object name to select (examples):
SYSTEM|

Figure 2-13: Select User or Group Screen

Version: 5.11-CO::1 12 5/31/2019
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24. In the screen that appears, from the combo box, select Account Name for

SQL Server Reporting Services and click Browse.

25. On the Select User or Group dialog, type SYSTEM and click OK.

Server Configuration
Specify the service accounts and collstion configurstion.

License Terms | Senvice Accounts | Collation |

Global Rules

NG £ Lh Microsolt recommends that you use b separate account for sach SOL Server tarvica

Install Setup Files Service Aceourit Mame Pespword Staftup Type
Irnstall Rules S0L Sereer Database Engine |NTAUTHOHJT\".S'~’5TEM Autormatic  |v
Feature Selection S0 Server Reporting Services T Service' Feportsenes Automatic | v
Feature Rules 50U Server Launchpad HT SercscelR Fver Automatic
Instance Configuration ﬂMM_F_iHFTDim L.|.|.|m: Banusl
Server Configuration S0L Server Browser NT AUTHORITYLOCAL | Disabled v
Plababerar: Enprie Combparadion :

f 8 Seriaces Contay mek [[] Grant Padarm Volume Msinténance Task privilege to S0L Server Database Engine Sarvice
Consent to install Microsaft B ... This privilage enables instant file inibalization by avoiding 2eroing of dats pages. This may lead
Festure Configuration Rules te information dischosure by allowing deleted content to be acoessed,

Installation Progress Click here tor details

Complete

| <Back || Met> || cance

Figure 2-14: Server Configuration Screen

13
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Spicily the sirvics scceuntiand cellation configuration,

Lig errie Tarens

Glabal Rades

tlcrosoft Update

Install Setup Files

Ingtall Fules

Feature Selection

Feature Rubes

Instance Configuration

Senver Configuration
Databuie Ergre Confguiaticn
Reporting Serdces Configuration

| Sendce fccounts !(.:ul.m'ung
| 1

Microsoft recommends that you use a separate account for each 5010 Server senvice.

SItr.rict
S0L Server Database Engine
501 Server Beportng Services

SOL Fudl-tiat Filtid Dbz Laung...

S0OL Server Browser

Democracy Suite® EMS Mobile Ballot Production User Guide

26. Click Next in the Server Configuration screen to proceed.

Accourt Name
HT AUTHORITY\ SVETEM
HT AUTHORITY SPETERM

NT Servicé MSSQLFOLA.. |

WT AUTHORITY\LOCAL . |

 Password

Startup Type ]

| utomatic w
e
FAubomatos w

M

Ll I

.| Grant Parform Volumme Maintenence Task privilage to SOL Sarver Database Engine Sanvice

This privilege enables instant file inftizlization by mnciding zeroing of data pages. This may lead
b indermation dissledues By alowving deleted conbant io be sogessed

28.

authentication mode.

Server administrator.

Version: 5.11-CO::1
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Feature Configuration Fules : 5
e B Click here for detsils
Camglite
| © BukJ |_ Mt = | | Cancel
Figure 2-15: Server Configuration Screen
27. In the Database Engine Configuration screen, select the option Windows

Click Add Current User to add the server administrator account as an SQL

5/31/2019
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Database Engine Configuration
Spexify Detsbuse Engine suthentication security mode. sdministrators, dats dinectories and TempDB settings,

29. Once the current user is added, click Next to continue.

Chapter 2 - Using the Application

Licerse Temns Sesver Configuration | Data Directories | TempD8 | Lser ratances | FILESTREAM |
Gobel Rules ;
Mokt Lnd Specity e authenticatesn mode and admrstrabors for the Database Engine.
Install Setup Fles Authentication Mode
BTN X 1 Windows suthentication mode
Festure Selection
b ) Mined Maode (801 Servar authentication and Windews authenticatice)
Fezture Fades
Instance Canfiguration Specify the password for the SOL Server system administrator (sa) account:
Sarver Configution Enter pa "
Datebase Engine ConFiguration
Reporting Services Configurstion R P
Consent to install Microsoft B .. Specify SOL Server administrators
Feature Configuration Rules WIN-TSHPBRJERME Administrator (dministretor] [ 50 Server sdministretors
Invlalaticn Progreis have resincted sooess
Camplete to the Database Engirse,
| <gaek || meas || canea |

Figure 2-16: Database Engine Configuration Screen

15

30. On the Reporting Services Configuration screen, select Install and configure.
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31. Click Next to continue.

Reporting Services Configuration
Specify the Reporting Services configurstion mode.

Lizense Tenms

Global Rules

Microsoft Update

Install Setup Files

Install Rules

Frabare Selection

Feature Rules

Instance Corfiguration

Server Configuration

Database Ermging Configuration
Reporting Services Confiqura..
Conzant to install Microsoft B ..
Feature Configuration Rules
Installation Progress

Cemplite

Repering Servioes Mative Mode

() Irestall and gonfigure
Installs amd configures the report server @n native mode. The report senver is operabonal after
setup completes

) Irestall ondy,
Installs the repart sereer files, &fter installation, wse Beporting Serdices Configuration Manager
t configure the repor serwer far native mode.

Reporting Services ShearePaint Integrated Mode

) eestal ol
Installs the repeet cerver s, Alter inslallabon use SharePoint Central Adrministration b
complete the configuestion. Venify the SO0 Senver Reporting Services service is started and

creabs at lesd! ore SOL Server Reparting Serdges service application. For mons infarmation,
clici Help.

[ cpox [[ wet» ||

Figure 2-17: Reporting Services Configuration Screen

Version: 5.11-CO::1
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32. Setup begins the installation process.

Installation Progress

License Terms

Microsaht Updma Install_Dottlesd6_Cpubd_Action
Instell Sebup Files

Instzll Rules

Feabure Selection

Feabure Bules

Inatarice Comhiguration

Server Corfiguration

Database Engine Cordiguration
Reporting Serveces Configuration
Faatune Configuration Rulis
Installation Progres

Complete

Figure 2-18: Installation Progress Screen

33. If Computer restart dialog box appears, you must restart your computer
after the setup process is completed.

Computer restart required li]

One or mare affected files have operations pending. You musk restart your computer after the setup
processis completed.

=

Figure 2-19: Restart Required Screen

5/31/2019 17 Version: 5.11-CO::1



Complete
Your S0L Server 2016 nstallticn completed successtully.
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34. Once the installation is complete, click Close on the Complete screen.

License Terms.

Globial Riiles

Microsoft Update

Irertall Setup Files

Irstall Rules.

Feature Selection

Feature Rules

Irstance Configustion
Seroer Configuration
Database Engine Configuration
Feature Configuestion Rules
Iesta llaticm Progres
Complete

Infonmation about the Setup operation or possible next steps:

Faatise

W2 Client Toek 50K
1Z Client Tock Backwards Compatibilty
& Feporting Services - Mative
150 Database Engirie Services

{0 Full-Teat amd Semantic Extracticns for Search

Detmils:

Statui.

Sucopeded
Sucomeded
Succesded
Sucoesded

Summary loq file has been saved to the fiollowing location:

Version: 5.11-CO::1

Figure 2-20: Complete Screen
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35. Close the SQL Server Installation Center screen.

5 SQL Server Installation Center [= =5

Planning ﬁ Mew SQL Server stand-alone installation or add features to an existing installation

Installati Launch a wizard .tu.mstall SQOL Server 2[_}16 in a non-clustered environment or to add
features to an existing SQL Server 2016 instance.
Maintenance

Install SQL Server Management Tools

I
e Launch a download page that provides a link to install SQL Server Management Studio,
Resources SQL Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell provider,
SQL Server Profiler and Database Tuning Advisor. An internet connection is required to
Options install these tools.

d; Install SQL Server Data Tools

Launch a download page that provides a link to install SQL Server Data Tools (55DT).
SS5DT provides Visual Studio integration including project system support for Azure SQL
Database, the SQL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An internet connection is required to install 5507,

@’ Upgrade from a previous version of SQL Server
Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2016.

Microsoft” SQL Server 2016

Figure 2-21: SQL Server Installation Center Screen

2.2.1.1 Configuring SQL Server Reporting Services Database

To ensure Reporting Service stability in case of host renaming, do the following
reconfiguration:

1. Start the Reporting Services Configuration Manager tool.

5/31/2019 19 Version: 5.11-CO::1
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2. Connect to the report server.

5 Reporting Services Configuration Manager
S0L Server 2016
Reporting Services Configuration Manager
4 Conrect
B Senvice A
v AL
Id cal
e H SOL Sarver 2016
Reparting Sendces
Ple-ns-e;p;nﬂ.- ::-:sen:.u |:|:|l1lehI dick the Pird bautton, and selact & repact servar
irstance to configure,
e Lo
Servar Name: |EmssemnEn Find
e Regort Server Instance: [ mssusenver:
"

Figure 2-22: Configuring SQL Server Reporting Services Database - Connect to

SSRS

3. Open the Database Setup page.

Version: 5.11-CO::1
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4. Click Change database button.

SQL Server 2016
Reporting Services Configuration Manager

ﬂ Connect

Report Server Database
= EMSSERVER\MSSQLSERVER
Reparting Services stores all report server content and application datain a database. Use this pageto create or
=), Service Account Ll changethe report server database or update database connection credentials,

¥ Vieb Service URL Current Report Server Database
E‘ l Click Change database to select a different database orcreate a new database in native or SharePoint integrated maode,
SQL Server Name: EMSSERVER
@ web Portal URL Database Name: ReportServer
Repart Server Mode: Native
i ? "
=i E-mail Settings Change Database
[P Execution Account Current Report Server Database Credential

The following credentials are used by the report serverto connect to the report server database. Use the options belowto choose a

(/.P\% Encryption Keys different account or update a password.

Credential: Service Account
Subscription Settings Login: NT Service\ReportServer
Password: e
Change Credentials
Copy
@ | Apply | | Exi: |

Figure 2-23: Configuring SQL Server Reporting Services Database - Select
Database

5/31/2019 21 Version: 5.11-CO::1
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5. Select Choose an existing report server database and click Next.

Change Database
Choose whether to create or configure 2 report server database.

e Select one of the following options to create an empty report server database or select
Flatnhise Seriser an existing report server database that has content you want to use.

Database

Credentials Select 3 task from the following list:

Summary

e () Create & new report server database.
Progress and Finish

(® Choose an existing report server database.

Figure 2-24: Configuring SQL Server Reporting Services Database - Choose
Existing Database

6. Type localhost in Server Name and click Test Connection. If test connection

Version: 5.11-CO::1 22
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succeeded, click Next.

Report Server Database Configuration Wizard -

Change Database
Choose whether to create or configure a report server database.

o Choose a local or remote instance of a SAL Server Database Engine and specify
D e credentials that have permission to connect to that server.
Database
Credentials Connect to the Database Server:
Summiary
Server Name: |Iocalh03t |
Progress and Finish L
Authentication Type: |Currerrt User - Integrated Security b4 |
Username: EMSSERVER \emszadmin
Password:
Test Connection
171 | Previous | | Next | | Cancel |

Figure 2-25: Configuring SQL Server Reporting Services Database - Type
localhost

7. Change combo box Report Server Database to Report- Server (it can vary
depend of instance name for example Report- Server MSSQLSERVER) and

5/31/2019 23 Version: 5.11-CO::1
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click Next.

i b s

ﬁmﬁlﬂﬂ'ﬁﬁu create or configure a report server database.

e Select a report server database:
Database Server

S0L Server Instance: localhost
Credentials

Report Server Database: master

master
Progress and Finish Report Server Mode: model

mzdb

Report ServerTempDE
tempdb

Summary

Figure 2-26: Configuring SQL Server Reporting Services Database - Select Report
Server Database

Version: 5.11-CO::1 24 5/31/2019



Chapter 2 - Using the Application

8. Leave Service Credential and click Next.

T ke

ﬁmﬂﬂuh create or configure a report server database.

Ackon Specify the credentials of an existing account that the report server will use to connect to
Database Server the report server database. Permission to access the report server database will be
automatically granted to the account you specify.

Database

Summary Credentizls:

Progress and Finish

Suthentication Type: | Service Credentials

User name: |NT ServiceRepaort Server

Password: |

Figure 2-27: Configuring SQL Server Reporting Services Database - Select
Credentials

5/31/2019 25 Version: 5.11-CO::1
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9. Confirm configuration and click Next.

Report Server Database Configuration Wizard -

Change Database
Choose whether to create or configure a report server database.

Acaon The following information will be used to connect to an existing report server database.
Bhatabase Server Werify this information is correct before you continue.
Database
] SQAL Server Instance: localhost
Credentizls
Report Server Database: RepartServer

Summary Report Server Mode: Mative
Progress and Finish Authentication Type: Service Account

Username: NT Service"Report Server

Paszword:
L7 | Previous | | MNext | | Cancel |

Figure 2-28: Configuring SQL Server Reporting Services Database - Summary

10. Wait Report Server to configure databases. It might take several minutes to
complete and click Finish.

Version: 5.11-CO::1 26
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11. Restart Report server service.

Report Server Database Configuration Wizard -
Change Database
Choose whether to create or configure a report server database.
e Please wait while the Report Server Datsbase Configuration wizard configures the
Dlatabase Server database. This might take several minutes to complete.
Databasze
Credentials
Progress and Finish
Verifying database sku Success
Generating rights scripts Success
Applying connection rights Success
Setting DSN Success
@' Previous Cancel

Figure 2-29: Configuring SQL Server Reporting Services Database - Finish

2.2.2 Adobe Reader Installation

1. To install Adobe Reader, insert the EMS Installation DVD, and click the
Install tab.

2. Expand the EMS Prerequisites item, select Adobe Reader and double-click
on the 32 bit version option.

3. The User Account Control (UAC) screen appears.
4. Click Yes to proceed.

27 Version: 5.11-CO::1



Democracy Suite® EMS Mobile Ballot Production User Guide

5. On the Ready For Install Adobe Reader screen click Install.

ﬂ Adobe Acrobat Reader DC (Continuous) - Setup x

/-

Ready to Install Adobe Acrobat Reader DC
WARNING: Thiz program i protected by copyright law and international raaties,

A1 Make Adobe Acrobat Reader DC my default POF viewer
Adobe Acrobat Reader DC is configured to install updates automatically to ensure that you

have the most secure version.

i Instal Adobe Acrobat Reader DC to:

-«-j C:'\Program Flles (xB68)\Adobe \Acrobat Reader DC)\,
InstalSheeld

Figure 2-30: Ready to Install screen

6. When setup finishes the installation process, click Finish to complete the
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installation.

ﬁ Adobe Acrobat Reader DC {Continuous) - Setup b4

Ja

Setup Completed

Setup has successfully installed Adobe Acrobat Reader DC. Cick Finish to exit
setup.

InstalShield

Figure 2-31: Installation Complete screen

2.2.3 Disabling Protected Mode in Adobe Reader

1. Right-click on the icon. (If it does not start up when double click, open task
manage, and find all adobe reader processes from the background and stop
them).

2. Run as Administrator.
3. Go to Edit/Preferences.
4. Go to Security (Enhanced) item from the list on the left.
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5. Uncheck: Enable protected mode at startup.

Preferarces F.

Categosies Sandbor Protedtiors
Cerrrrargirg [ enatsle Protucted Made it itartap ] Craate Frabected hbadi leg il Vigw log
Dies urrwimils
Full 521een Protected View O
E:;:gww Fibs from potensishy unsefe locations
Al e
B0 & Mutbmedes
Apcessibl gy Erbanced Securiy
i b el iy ond i [JErwrs denuinTog x| ¥
[
Identity Frimileged Locaticns
In:mat 1y werkferws s repatiecly impacied by soorily scings, sac Privileged Loz oo b
Favadenip slactvaly s fid felceri, and Fosts bo bypadd thoaie iecurty Sitng redtictiont
Langusge Privileged Locetions abows wou to werk secury whils granting trust o items inyou
Wcasuirs (20) wollf o,
Misaiarirg (300 [[] hutematizaliy brust dacareartzwith valis carification
Meanring (Gea]
Mushieedia {begacy) [ Antermaticaly beuid sites fram emy We 05 secardy geni Wiew Windews Trusbed Sites
Muilfirnadia Taurit (ugasy)
Reating
Revieaing
Search
Cecurity
Secuathy (Enhartd]
Senatures
Spaling
Tretker
Trust Menager
Lirity
Hidd File fisd Frider Fath St Host Armove
WinE i Proteded Vies? i Enhanced Securin'd Bl
=T e

Figure 2-32: Edit Preferences security screen

6. Click Yes to confirm changes.

7. Close Adobe Reader application.

Adobe Acrobat Reader

You have chosen to turn off Reader's Protected Mode. In order for these
changes to take effect, you would have to manually restart the
application. Please note that Protected View will also get disabled after
this change.

Are you sure you want to continue?

Yec No

Figure 2-33: Enable protected Mode Startup
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2.3 Installation Procedures

If a previous version of Mobile Ballot Production exists on your workstation,
perform the following:

1. On your workstation, navigate to the Start menu on the bottom right of your
screen.

2. Right lick on Start and select Control Panel . An All Control Panel Items
screen appears.

3. Within this screen, select Programs and Features.

4. Alist of all installed programs appears. From this list, highlight EMS Mobile
Ballot Production, and click Uninstall on the grey toolbar.

5. Click Yes to confirm and begin the uninstall process.

6. Once uninstalled, close all open windows and perform a fresh installation as
outlined in the following Section.

7. Insert the EMS Installation DVD into your CD/DVD ROM drive. If the DVD
AutoPlay option is enabled on your workstation, the software installation
application will begin automatically and an AutoPlay window appears on
your screen. Click Run Setup.exe item. If the software installation does not
begin automatically, please navigate to the CD/DVD ROM drive, and
double-click on the file named “EMSInstallation” to start this installation
process.

8. The EMS Installation Welcome screen appears.

9. Click on the Install tab and expand the options listed under EMS Client
Applications by clicking on the arrow beside it.

10. Choose EMS Mobile Ballot Production from the list of client applications,
and expand the options listed under it by clicking on its arrow.

11. Double click on the 32 bit version.
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12. The Mobile Ballot Production Setup Wizard Welcome screen appears.

i’{‘;‘ EMS Mobile Ballot Production v5.4.4.24 Setup — x

Welcome to the EMS Mobile Ballot
Production v5.4.4.24 Setup Wizard

The Setup Wizard will install EMS Mobile Ballot Production
v5.4.4. 24 on your computer, Click Mext to continue or
Cancel to exit the Setup Wizard.

Back Cancel

Figure 2-34: Setup Wizard Welcome Screen

13. Click Next to begin your installation.
14. The License Agreement screen appears. Read the License Agreement.

15. If you understand and agree to all the terms contained within the License
Agreement, select the I Agree option and click Next.

NOTE: You cannot proceed with the installation if you do not agree to the
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terms and conditions outlined in the License Agreement.

j{{‘}' EMS Maobile Ballot Production v5.4.4.24 Setup — ot

End-User License Agreament

Please read the following license agreement carefully

By checking below, I agree and acknowledge that the
organization I represent has entered into a Software
License Agreement with Dominion Voting Systems for the
use of the software currently being installed. In
addition, I agree and acknowledge that the
aforementioned Software License Agreement allows me To
install and use the software on the current device.

[]1 accept the terms in the License Agreement

Print Back Cancel

Figure 2-35: License Agreement Screen

16. The Destination Folder screen appears. Keep the default file path listed in
the Folder field. This is the location to which Mobile Ballot Production will
be installed.
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17. Click Next to continue.

ﬁ! EMS Mobile Ballot Production w5.4.4.24 Setup —

Destination Folder

Click Mext to install to the default folder or dick Change to choose another.

Install EMS Mobile Ballot Production w5.4. 4. 24 to;

|C: YProgram Files (x86)\Dominion Voting SystemsMobile Ballot Production',

Change...

Cancel

Figure 2-36: Destination Folder Screen

18. A Confirm Installation screen appears.
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19. Click Install to begin your installation.

ﬁ! EMS Mobile Ballot Production w3.4.4.24 Setup — x

Ready to install EMS Mobile Ballot Production v5.4.4.24

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back I Install I Cancel

Figure 2-37: Confirm Installation Screen
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20.

21.

Version: 5.11-CO::1

Mobile Ballot Production will begin to install.

ﬁ EMS Mobile Ballot Production v3.4.4.24 Setup — ot

Installing EMS Mobile Ballot Production v5.4.4.24 @

Please wait while the Setup Wizard installs EMS Mobile Ballot Production v5.4. 4. 24,

Status:

m
Ol

ack Mext Cancel

Figure 2-38: Installation Progress Screen

You will receive confirmation that the installation has completed. The
Mobile Ballot Production is now installed on your workstation. If this is your
first time installing Mobile Ballot Production on your workstation, you may
need to restart your computer. When prompted, click Yes to restart the

computer immediately, or No to restart manually at a later time and proceed
to the next step.
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22. Click Finish to exit the Mobile Ballot Production Installation Wizard.

ﬁ EMS Mobile Ballot Production v5.4.4.24 Setup — s

Completed the EMS Mobile Ballot
Production v5.4.4.24 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 2-39: Installation Complete Screen

2.4 Configuring the Application

To start the Mobile Ballot Production client application, perform the following
steps:

1. When the application is installed, you need to configure the Mobile Ballot
Production environment (set the Database server, configure Reporting
Services and manage the MBP users).

2. For these actions you need to be administrator and start the application as
an administrator because administrator's privileges are required.

3. To run this application as an administrator, press the SHIFT button and
right click on the desktop icon and then click the Run as Administrator
option from the menu.

4. If the User Account Control (UAC) screen appears, click Yes to continue.
5. MBP Configuration screen will appear.

6. Users that want to use the Mobile Ballot Production application and are not
local system administrators, need to be members of the MBP Users or MBP
Admins group. The MBP Users group represents the regular poll workers.
The MBP Admins group represents the election officials with elevated
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privileges in MBP.

NOTE: Non Administrator user cannot configure MBP application, create new
Windows account and assign user to MBP Users group.

7. If you want to assign a user to the MBP Users group, select that user from the
Users drop down menu and click Assign as user. To assign a user to the MBP
Admins group, click Assign as admin.

8. The assigned user will appear in the corresponding list.

9. To remove a user from the MBP Users group, select the desired user from
the MBP Users list and click Remove from group.

10. If you want to create a new MBP user on the local machine, click Create New.

gt MEP Configuration >

Create new user

Izers:
|J|:uhn Smith w | Assign as user Assign as admin
MEBF Users: MEF Administrators:
TestMBPUser admin |
TestMEF Admin
Remaowve from group Remove fram group

Continue

Figure 2-40: MBP Configuration dialog

11. The New User screen appears. Enter User Name and Password. Select
whether the new user will be an MBP User or an MBP Admin. Click Apply.

12. An Information screen appears indicating that a new user has been created
and assigned to the MBP Users group. Click Close.
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13. Click Close to close the New User screen.

NOTE: Password must contain characters (at least one) from three of the
following four categories:

 English uppercase characters (A through Z)
 English lowercase characters (a through z)
« Base 10 digits (0 through 9

« Non-alphabetic character

« Also the password cannot contain spaces at the start or end of the password
string

e Mew User *

|lzer name:

Password:

Confirm password:

[] Create user a= MBP Administrator

Apply Close

Figure 2-41: New User dialog

14. Inthe MBP Users list, a new user will appear. Click Close to close the MBP
Configuration dialog.

15. The introduction screen appears.
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COMINIOMN
VOTING

Democracy Suite

EMS Mobile Ballot Production

Figure 2-42: Welcome Splash screen

16. The Application will open.

17. If you want to change the MBP Configuration settings, the configuration
dialog can be opened afterward by running the application as an
administrator (press SHIFT and right click on the desktop icon and then
click Run as Administrator from the menu) and using the File menu option,
followed by the Configuration option.

2.5 Run Application As member of MBP Users
Group

To run the application as a member of an MBP group who is not a local system
administrator, you must configure application as a system administrator user,
otherwise an error message will appear. New windows users that are members of
the MBP User or MBP Admin group can be created during the configuration
procedure (see Section Configuring the (see Section Configuring the Application
step 11.).

If a user is not administrator or member of the MBP groups, an Error message will
appear.

If a member of the MBP Users group would access a feature that is restricted to
members of the MBP Admins group, such as resetting the number of prints, a
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prompt appears requiring an MBP Admin to authorize that action.

2.6 Preparing Ballot Definition Data

Ballot definition data will be exported from Election Event Designer application.
To export a project data file, perform the following steps:

1. Expand the Election Project menu on the top toolbar and click Export. Select
Mobile Ballot Production Definition File..

2. Export Data screen appears.
3. Browse to location export file will be saved and click OK.

4. After the export is finished, you will be informed that requested export is
created successfully.

5. Click OK.

2.7 Project Creation and Configuration

1. After having configured the application you will be presented with the main
application screen. All action buttons are disabled until you open or create a
Mobile Ballot Production project.

»
L

Figure 2-43: MBP Main screen

2. To create a new Mobile Ballot Production project, you must first select File
and then Import option from the menu. This will allow you to specify the
location of an MBP project archive produced by the EMS system containing
all ballot definitions that will be loaded into the Mobile Ballot Production
project. The system will detect and require a password, if one is set for the
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archive. You have the choice to use the project name specified in the XML
file itself (and in the process overwrite any existing database with that name)
or to specify the name of the project explicitly. By pressing the Load button
the data is imported into the database. The ballot PDF files contained in the
archive will be unpacked and used from the location set in the Project
destination path box.

After importing the data you will be returned to the main screen and will be
connected to the newly created project. Alternatively, you can open an
existing project by selecting the File - Open Project from the menu. A screen
appears listing all Mobile Ballot Production projects. Select the project you
wish to open and press the OK button to open it.

After opening a newly created project all actions except Ballots Source, Print
Report and Audit Report will be disabled.

Ballots Source Preview print Print Report AuditReport  Invaid Fles Report

Precinct Ballot Group Card Name Card Index Precinc t External Id Language Number of times printet

Pct 1101

Pct 1101
Pct 1101
Pct 1101
Pct 1101

1 1 1101 En-Es
2 2 1101 En-Es 0
3 3 1101 En-E

4 1101 En-E

Figure 2-44: Mobile Ballot Production screen

5. By selecting the Ballots Source action, you can specify the folder where the

ballot artwork is located.

e Ex

wa 2elect to ballots source folder X

Path to ballots folder :

Figure 2-45: Ballot Source location selection screen

temal  Help

Ballots Source Preview print Print Report AuditReport  Invalid iles Report

Precinct Ballot Group Card Name Card Index Precinct External Id Language Number of fimes printed

B Click here to filter data...

Pct 1101
Pct 1101
Pct 1101

Figure 2-46: MBP screen

6. The next step is to select the printer that will be used to print the actual

ballots.
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NOTE: The printer must be connected to the computer that is running the
Mobile Ballot Production application

7. Select File - Default Printer from the menu to open up the printer selection
screen.

8. On the Default Printer Selection screen, select a printer from the drop down
menu and click OK.

was Default Printer Selection X

Default printer name: Microsoft Print to PDF
Printers:

lI:lN:E-:Il!!;'! L

oK

Figure 2-47: Printer Selection dialog

9. To configure printer settings on the project level, select File - Printing
Configuration from the menu to open up the Printing Configuration.

10. If you always want to print all ballot cards related to a requested ballot style
at once, check the Print multicard ballot at once checkbox and when you
select a ballot for printing, all ballot cards associated to the requested ballot
will be sent to the printer.

11. If you want to include a sample ballot watermark on the print-out, check the
Sample Ballot checkbox. Also you can specify the number of copies to print
for the selected ballot.

12. Click Save to save printing settings.

g Printing Configuration >

Froject name:  Integration Smoke test

Ballot types (select default):

Ballot an demand e Add Delete

Default number of copies: |1

4k

Sample ballot: [ ]

Save
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Figure 2-48: Printing Configuration dialog

13. Itis possible to delete old, unnecessary projects from the Mobile Ballot
Production. This is done by clicking Delete in the Open Project screen. After
clicking Delete, the selected project will be deleted from the database and the
system. Any remaining PDF files will remain in the project folder and, if
needed, can be removed manually.

2.7.1 Preview Errors

It might occur that Preview of ballots doesn’t work. In that case, blank gray screen
will appear or a Warning dialog.

S

Figure 2-49: Preview of the ballots screen

Adobe PDF Document b

There is a problem with Adobe Acrobat/Reader.
! If it is running, please exit and try again, (103:103)

oK

Figure 2-50: Warning dialog

It is required to perform following actions from section Disabling Protected Mode
in Adobe Reader.
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2.7.2 Sequencing Numbers

Sequenced numbers are assigned to ballots for purposes such as ballot
identification and auditing. They are incremented after every print. If an imported
project contains sequence numbers, their style can be modified using the option
File -> Document Elements window.

wat Document elements - | X

Enter the corfiguration for elements of the document
that will be rendered by MBP, such as sequence numbers.

A posttive vertical offset pushes the elements up, toward
the top of the page, while a negative one pushes down.

Faont type |M w
Font size |11 = Vertical offset |0 =
Mext sequence number |1 =

Save

Figure 2-51: Document Elements screen

We cannot choose which ballots and in which location the Sequencing numbers
will appear, as this is defined in the Election Event Designer and imported into
Mobile Ballot Production. However, we can style and adjust them in several ways,
including setting their font type, size, vertical offset and value. Any sequenced
numbers appearing in the project will take on the shape and size set in the
Document Elements window.

2.8 Integration with External Voter
Registration Systems

The Mobile Ballot Production application has the ability to automatically print
ballots based on requests originating from external voter registration systems.
These requests come in the form of .csv or .txt files (See subsection Voter
Registration File Format).

1. To configure VR Integration, select External - VR Integration Configuration
from the menu.

2. The Print Integration screen appears.

3. Click Browse to select the folder where the voter registration requests are
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located.
4. Click on Import VRS Definition button and select one or more XML with
appropriate mapping for VR print integration.

g Print Integration
Configurtion:
Pathi o direchony wene we sxpact files which contaire ballo? information dats

L " jea pamerm Tor smaech]
1 “id ks pattem for seanch

Sebected Vot Regatration Systes [hiore:

Oeder  Violng recetralion sysiem fekd MEF mapped ekl

impost VRS Definltion

Figure 2-52: Print Integration dialog
5. Select your VR system that was imported from drop-down list Selected
Voting Registration System.
6. Appropriate mapping will be displayed.
7. Click Save and then close the screen.
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10.

11. You can print ballot only for request that are in Sent to printer status. Click
Print to send file for print.

Chapter 2 - Using the Application

wa Print Integration

Canfiguration:
Path to dneciony wene we expact fles which containe ballot nformaton data
[0 MBFWR-BID | [ Bowse |
[=] *csv (csv pattem for search)

[ "t b pattem for search)

Sedected Voting Registration Sysbem EViD w
EVID voling registralion system
Voling registration system will not process repeated requests

Order  Viting registration system fiald MEF mapped fiskd L3
Ballot Style BaletID

Ballot Saquence Mumbsr

Reprint Stabus

Lagt Mame

First Mame

Middle: Mame:

Bith Diate

Voter Ragatraton Number

Pasty

Precinct Precinct

Coverdetiar

L eseadiees 10} i

=) T N P RS = D

(=]

b= oo

import VRS Defirition Save

Figure 2-53: Print Integration dialog with VR integration set up

. To manage VR Integration, select External - VR Integration Status from the
menu.

. The Integration Pending and Print status screen appears.

On the Pending for printing tab you can see a list of pending requests.
Pending request contains information about file name), file status, time
loaded in system.

« Status can be:
« Pending - file is imported in system and waiting to be printed.
« Empty - file is empty.
« Corrupted - cannot read file, or it is locked, etc.

« Sent to printer - file is sent to print, for all voter sessions from file

(lines in file) we tried to acquire corresponding ballot(s) and send them
to printing.
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wag Integration Pending and Process - [m] >
Pending for printing ~ Print Status
Pending print Refresh
File Name 7| File Status | Time Received 7|
Frirt cortrol
Auto prirt | 4 u Print
0 Auto pi Start VR integration Stop VR integration

Figure 2-54: Integration Pending and Print status dialog

12. You can start or stop request files handling by clicking Start or Stop buttons.
Only newly requests will be processed after restart (Stop/Start). For
reloading and processing all request data, please click Refresh.

13. If the Auto Print checkbox is checked, voter registration print request will be
immediately sent to the printer without managing requests.
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wat Integration Pending and Process

Pending for printing  Prirt Status

Pending print Refresh

File Name w7 File Status v Time Received 7|
|3 VotingMethod_21-07-2017_636362322254 ... Sent to printer 11:10:25:497 21/07/2017

VotingMethod_21-07-2017_63636232117 ... Pending 11:08:37:026 21/07/2017

Prirt cortrol

Auto print > Ly o Pint
[ utopr Start VR integration Stop VR integration ~

Figure 2-55: Integration Pending dialog

14. On the Print status tab, you can see for each voter session from imported file,
grid lists all corresponding ballots related and their print status. Data grid is
now showing the following info:

« Card Name - ballot name
« Size - Height of pdf file
+ Lead - if ballot is lead
 Print Status
+ Missing ballot
« We don’t have this ballot on file system or

« Data received from VR system is not correct - we can't find ballot
in database either per "Ballot name" or "Activation code &
language"

« Wrong size - ballot and printer settings have mismatch for Height
value

« Sent to printer - ballot is sent to printer
« Session — Unique (auto increment) voter session identifier

« VR File Name - name of file from which we got this ballot/voter
session

« Language
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o Time received

» Session Status

« Partial- some of the ballots from request are in Sent to printer
status but some of them are not

« Successful - all ballots related to request are in Sent to printer

status.

« Failed - all ballots related to request are in some invalid status

(Invalid Data, Missing or similar...)

15. In the Print request action field, by clicking the Print button, you can print
your requests as many times as you want. Also you can select more than one

file to be printed.

16. Filtering: added filter per Print status and per File date. By clicking Refresh,
you will reload all processed and pending requests information based on

filters set.

wat Integration Pending and Process

Pending for printing ~ Print Status
Fiters

Print status: | Al ~

Print reguests

Fom: [ 77 @ | [16:20

To: [ Now | 7izsnT

Refresh

Records found: 10

| Session Status |

Card Name V‘ Size V| Lead V| Print Status V| Session V‘ VR File Name ¥|Language ¥| Time Received

Print request action

Figure 2-56: Integration Print status dialog

2.8.1 Voter Registration File Format

1 11 Sent to printer 1787 VotingMethod_2.. En-Es 18:07:09:637 24/ Successful
2 11 Sent to printer 1787 VotingMethod_2... En-Es 18:07:09:637 Successful
L 11 Sent to printer 1787 VotingMethod_2... En-Es 18:07:09:637 24/0 Successful
4 11 Sent to printer 1787 VotingMethod_2... En-Es 18:07:09:637 24/0 Successful
5 11 Sent to printer 1787 VotingMethod_2.. En-Es 18:07:09:637 24/ Successful
1 1 Sent to printer 1786 VotingMethod_2... En-Es 18:07:09:403 Successful
2 11 Sent to printer 1786 VotingMethod_2... En-Es 18:07:09:403 Successful
3 11 Sent to printer 1786 VotingMethod_2... En-Es 18:07:09:403 2 Successful
4 11 Sent to printer 1786 VotingMethod_2.. En-Es 18:07:09:403 2 Successful
5 11 Sent to printer 1786 VotingMethod_2... En-Es 18:07:09:403 Successful

Print

« Field 1: Ballot Style (represents PDF file name - mandatory)

 Field 2: Ballot Sequence Number (N) (optional for information use)

« Field 3: Reprint status (a 'Y' if it is a reprint, an 'N' if not) (optional for
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information use)

« Field 4: Last Name (represents voter's last name) (optional for information
use)

+ Field 5: First Name (represents voter's first name) (optional for information
use)

+ Field 6: Middle Name (represents voter's middle name) (optional for
information use)

 Field 7: Birthdate (MM/dd/yyyy) (represents voter's birthdate) (optional for
information use)

+ Field 8: Voter Registration Number (represents voter's registration
number) (optional for information use)

« Field 9: Party (represents political party external Id) (optional for
information use)

« Field 10: Precinct (represents precinct external Id) (optional for information
use but can be used as external Id)

+ Field 11: No Coverletter Option ('Y' for no coverletter, 'N' to keep the
coverletter) (optional for information use)

 Field 12: Location ID (represent pooling location) (optional for information
use)

Field 13: VR Operator Initials (optional for information use)

Field 14: VR ID (based on serial \#) (optional for information use)

Field 15: Security hash" (mandatory, request with the same security hash
will be skipped)

2.8.2 Voter Registration Configuration File

Following elements and fields are used in Voter Registration Configuration file:
Root element — main element containing data about VR system itself

« vr —a unique name for VR system

« description — verbose description of VR system

« acceptDuplicateFiles — should MBP accept duplicate files from VR system
 keyFields — unique key fields in file, ex. Voter ID

« filesContainHeader — does csv/txt files contain headers
File Fields — fields from VR files that will be mapped in MBP

« name — field name
« hasQuotes — does column contains data with quotes

« order — order of field in file starting from
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Request Fields — fields from VR files that will be mapped in MBP

« name — field name

« order - order of field in file to be used in MBP starting from o

Example XML:

<?xml version="1.0" encoding="utf-8" ?>

<root vr="EVID" description ="EVID voting registration system"
acceptDuplicateFiles="false" keyFields="14"
filesContainHeader="false">

<RequestedFields>

<Field name = "BallotID" order="0"></Field>

<Field name = "Precinct" order="9"></Field>

<Field name = "VoterID" order="14"></Field>

<Field name = "FileName" order="15"></Field> <!-- Append
automaticaly -->

<Field name "LastWriteTime" order="16"></Field> <!-- Append
automaticaly -->

</RequestedFields>

<FileFields>

<Field name="Ballot Style" hasQuotes="false" order="0"></Field>
<Field name="Ballot Sequence Number" hasQuotes="false"
order="1"></Field>

<Field name="Reprint Status" hasQuotes="false" order="2"></
Field>

<Field name="Last Name" hasQuotes="false" order="3"></Field>
<Field name="First Name" hasQuotes="false" order="4"></Field>
<Field name="Middle Name" hasQuotes="false" order="5"></Field>
<Field name="Birth Date" hasQuotes="false" order="6"></Field>
<Field name="Voter Registration Number" hasQuotes="false"
order="7"></Field>

<Field name="Party" hasQuotes="false" order="8"></Field>

<Field name="Precinct" hasQuotes="false" order="9"></Field>
<Field name="Cover-letter" hasQuotes="false" order="10"></Field>
<Field name="Location ID" hasQuotes="false" order="11"></Field>
<Field name="Operator Initials" hasQuotes="false" order="12"></
Field>

<Field name="EVID ID initials" hasQuotes="false" order="13"></
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Field>
<Field name="Security hash" hasQuotes="false" order="14"></

Field> </FileFields>
</root>

NOTE: Note that two fields FileName and LastWriteTime are appended
automatically in import but are still required to be set in Request Fields with order
number after the last order number in File Fields.

There are two ways of using VR file integration by Ballot ID (pdf file name) and by
Activation code, these are the fields required for each of them:

« Ballot Id — Requested Fields are Ballotld and Precinct

« Activation code - Requested Fields are ActivationCode and LanguageName
Both ways must implement VoterID in Request Fields as well.

NOTE: Note that MBP supports multiline files, ie. That chunks of VR data can be
added to a single file separated by new line.

2.9 Filtering Data

1. Data can be filtered by clicking the blank cell at the top of the column you
wish to filter by. If list contains more that 100 records data will be filtered by
first district value by default.

Figure 2-57: Filtering Data

2. You have option to automatically clear all filters by clicking on image in filter
header.
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g EMS Mobile Ballot Production - Project: San Francisco - O X
File External Help
)
ca BBE
2
Mobile Ballot Productio Ballots Source Preview Print Print Report Audit Report Invalid Files Report
Precinct Ballot Group Card Name Card Index Precinct External Id Language Number of times p
@ Pct 1101
ickhereto dexallitesakena]  Coneral Ballot 1 1 1101 En-Es 0
Pct 1101 General Ballot 2 2 1101 En-Es 0
Pct 1101 General Ballot 3 3 1101 En-Es 0
Pct 1101 General Ballot 4 4 1101 En-Es 0
Pct 1101 General Ballot 5 5 1101 En-Es 0
Pct 1101 General Ballot 6 1 1101 En-Fi 0
Pct 1101 General Ballot 7 2 1101 En-Fi 0
Pct 1101 General Ballot 8 8 1101 En-Fi 0
Pct 1101 General Ballot 9 4 1101 En-Fi 0 —
Pct 1101 General Ballot 10 5 1101 En-Fi 0
Pct 1101 General Ballot 11 1 1101 En-Zh 0
Pct 1101 General Ballot 12 2 1101 En-Zh 0
Pct 1101 General Ballot 13 3 1101 En-Zh 0 ]

Figure 2-58: Clear Filtering Data

2.10 Printing Ballots

1. When the project is created and configured, the application is ready to print
ballots. The main screen will list all ballots that are available for printing.
The list contains a column which indicates the number of times a particular
ballot has been printed. This number can be reset by clicking the Reset
number of prints button. Go to File menu and click Reset number of prints
button.

s EMS Mobile Ballot Production - Project: MBP Sf Test - o X
Fle  Extemal Help

. = E E E
B |y
Precinct Ballot Group Card Name Card Index Precinct External Id Language Number of times printed
B Click here to filter data...
Pct 1101 General Ballot 1 1 1101 En-Es 0
Pct 1101 General Ballot 2 2 1101 En-Es 0
Pct 1101 General Ballot 3 3 1101 En-Es 0

Figure 2-59: Mobile Ballot Production screen

2. Each individual ballot can be selected in the list below and then previewed
by selecting the Preview button. This will open a dialog that presents the
PDF and provides the user with the ability to zoom in/out and browse to the
next or previous page.
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Figure 2-60: Sample Ballot
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3. Itis possible to perform printing of different leads for selected ballots, if
selected ballot card is not of paper index 1i.e. Lead ballot, it is possible to
select which ballots will be printed with selected ballot (multiple selection is
enabled) or just print the selected ballot card.
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Lead ballot selection x

1 Fr-Fy
Pct 1101 General Ballot 2 1m 2 EnEs
Pet 1101 Genersl Ballot k] 1 3 EnEs
Pet 1101 General Ballot 5 nm 5 EnEs

Print ONLY ballct 4 Print ballct 4 together with selecied lead ballol(s)

Figure 2-61: Lead ballots selection screen with two options

4. If ballot contains multiple cards and Preview is selected, a pop up will be
displayed informing the user that multiple cards exists with displaying
current ballot paper index and remaining number of cards.

Multicard ballot warning X

This ballot has multiple cards. this is card number 1 out of 2
[] DonY show this message again

0K

Figure 2-62: Multicard Ballot Warning

5. The application allows you to print the selected ballot by using the Print
button, which will open up the Printer Settings screen. Here, you can specify
the number of copies to print of the selected ballot and whether to include
the Sample Ballot watermark on the print-out. Shown on the left side of the
screen are the properties of the currently selected printer, which can be
compared with the properties of the ballot on the right side of the screen.
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it Printer Settings A
Mumber of Copies: 1 & [] Sample Ballot
Printer Properties Ballat Proper bes
Default printer: | Yhera2 VOKI C9650 (POL) (QA) Ballamiame: 1

Precinct Mame! 1 - CongDistl

Humber of coples: 1 Prednct Ext 1d:
Document Width:  B.5 Document Width:  B.5
Document Height: 17 Document Height: 17
Orentation: Portrait Onentation: Portrait
=l Preferences

Crm ] [Coom

Figure 2-63: Printers Settings dialog

6. Should the width/height properties not correspond between printer set-
tings and ballot dimensions the Document width and height labels will be
marked red and the ballot will not be able to be printed.

7. The number of copies is editable through the control marked with a green
rectangle.

8. The Default printer settings for number of copies should always be 1
(marked with red rectangle). If this value is greater than 1, the application
will report an error when the Print button is pressed.

e Printes Settings x
Mumber of Copes: |1 2| 7] Sample Ballat
Printer Properties EBallot Propertes
Defaut pinter: | hera2\OKI C9650 (POL) (QA) Ballothame: 1
Prednct Mame: 1 - CongDistl

Mumber of copies: 1 Prednct Ext Id:

Document Width: 8.5 Document Width: 8.5

Document Height: 17 Document Height: 17

Orientation: Portrait Onentation:  Portrait

(= Preferences

Figure 2-64: Printers Settings dialog

9. In the case that the dimensions do not correspond the printer must be
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configured to match the dimensions of the ballot itself. This can be
configured by pressing the Preferences button. This will open the printer

vendor provided settings control.

NOTE: The configuration of the printing properties will vary per vendor
(printer preferences for HP Deskjet 6980 series is shown below).

10. After successful configuration you can press Print to initiate printing of the
ballot. The ballot list itself will be updated with the number of print-outs

made.

f = HP Deskjet 6960 series Printing Preferences

Mwa-w'ﬁrmu?m; Faoe Thalty Efects | Fraiwg | Coor
Pord Tosk Cuack. Sets

[Type new Cusck Set name here | - Saye

Paper Oplons
Sges 5 = 7 inahes

Borderiess 13x18cm -

-
o i

¥ Bordedess Prrting
Borderiees Auto Rt

Figure 2-65: Printers Settings dialog

2.10.1 Reset Number of Printed Ballots

It is possible to reset number of printed ballots for current project. Option is

available under File menu and called Reset number of prints.
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e EMS Mobike Ballct Producton - Project: Preview Project

File  External  Help
Open Project
=il impert
W) Reset number of prints
i Default Printer
=] Prnting { onfiguraton
o ConFguration
&l oo t

B Click here to filter data...

2 - CongDist2

Ballot Group Card Name

Figure 2-66: Reset Number of printed Ballots option

2.11 Reporting

The Print report, Audit report and Invalid Files report can be stored in various
formats or printed using the controls shown immediately above the report itself.

2.11.1 Print Report

1. You can preview the Print Report by clicking on the Print Report button.
This report provides the same information as the list on the main application

screen.
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M 4 1 ofl b M | @ @ & B H- | 100%
Print Report

Precinct Elector Group Combination Ballot Name Number of Times Printed
Precinct1 Default 1 2

Precinct 2 Default 2 1}

Figure 2-67: Print Report

2. The list of ballots can be filtered by selecting the precinct(s) in the control at
the top of the report, and by pressing the View Report button.
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Precinct. | | Precingt, 2 Precinct ), 2 Prec »
7| (Select All
7| 1 Precinct |
N 4] /| 2 Precinet-0 1
v 4¥| 2Precinct-1
Print
P L0
11 il
IR it
1§ pr
2 Pretindi0 ' Default

Figure 2-68: Print Report filter

2.11.2 Audit Report

1. You can preview the Audit Report by clicking the Audit Report button. This
report shows the list of all actions performed on the current project, in
chronological order.
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_” Audit Report :- |

From:  11,29/2013 iz | Until: 11/30/2013
Action: | ppplicatienClosed, Appiication |

——

1 of 1 b M | @ % & & o H- | 100%
Audlt Report

Action Description
MEPDatabaseCreated MEP Database created and initialized
ApplicationStarted Application Opened
ProjectOpen The new project Anja Test Sort has been opened

11/29/2013 9:49:55 AM
11/29/2013 9:49:54 AM
11/29/2013 2:50:12 AM

View Report

Figure 2-69: Audit Report

2. The list of actions can be filtered by date range, as well as the types of actions
performed, in the control at the top of the report, and by pressing the View

Report button.
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ﬂ'ﬁ Audit Report

From:  6/20/2014 i
Action: ApplicationClosed, Application® "'|
(Select All) i

|[¥] ApplicationClosed
11¥] ApplicationStarted -

A AuditReportLogPreviewe =
uc BallotPreview

BallotsFolderSourceSet
Applicatid | FermClosed o
MBPDatall| FermOpened e

= . Al
Appllcatlc__ ﬁ)pn
Annlicatinnd lacad Lanlication Cla

Figure 2-70: Audit Report Filter

2.11.3 Invalid Files Report

You can preview Invalid Files Report by clicking Invalid Files Report button. The
report shows the list of all invalid data in files, if it is a multi line file with mixed
data (invalid and valid) the report will present on which line invalid data occurred.
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& Inwalid File Report

NERECE P& E W= | 0o - Find | !
Invalid File Report

Error Type File Mame Date

Irvalid data 0001_24-05-2017_636I1Z2TETZTBIO8T1 cav Br24/201T 12:59:43 PM
Imvalid data 0020_24-05-2017_6363122T5T2TE84860 cov B2472017 12:59:43 PM
Irvalid data TTITT_24-05-2017_6363122T5T2TI13407 cav 52472017 12:59:43 PM

Figure 2-71: Invalid Files Report screen

2.11.4 Inventory Report

You can preview the Inventory Report by clicking the Inventory Report button.
The report shows the list of prints with the number of prints in each batch, along
with the ballot type or reason for printing, ballot date and the user who committed

the print.
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& Inventory Report

- O X

Start Date [12,19,2018 | End Date [12/20/2018

1

File name
2

2
1
2
2

Inventory report

Election name: Integration Smoke test
Jurisdiction: County
Election date: Saturday. April 9, 2016

of 1 @ | B @ = | 100

- Find

Print date: 19/12/2018 15:21:04
Printed by: DOMINIONVOTING\stefan.andjelkovic

Ballot card dimension Ballot type Paper quantity Activity date
8.5x11in Undefined 1 19/12/2018 11:55
xin Undefined 1 19/12/2018 11:56
8.5x11in Undefined 1 19/12/2018 12:14
8.5x11in Undefined 1 19/12/2018 12:14
8.5x11in Ballot on demand 1 19/12/2018 1215

Figure 2-72: Inventory Report

Employee
stefan.andjelkovic
stefan.andjelkovic
stefan.andjelkovic
stefan.andjelkovic
stefan.andjelkovic

The reason for printing can be chosen with each individual print (in the upper
right corner of the print dialog). A default one, along with the customized list to

choose from, can be configured on the level of the project by clicking File ->

Printing Configuration dialog.

5/31/2019

wa Printing Configuration

Project name:  Integration Smoke test

Ballot types (select default):

Ballot on demand ~ Add Delete
Default number of copies: |1 =
Sample ballot: []

Save

Figure 2-73: Printing Configuration
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mymi Printer Settings

Mumber of Copies:

Printer Properties

Default printer:

MNumber of copies:
Document Width:
Document Height:

Crientation:

[] sample Ballot

Microsoft Print to PDF

8.5
11

Portrait

[Eh Preferences

Ballot Type:  |Eallot on demand

Undefined

erties Permanent vote by mail
Prednct

Ballot Name: |Accessibiity

Daily vote by mail updates

rtion Mame:

4

DuEIicates

Document Width: 8.5
Document Height: 11

Orientation: Portrait

Print

Close

Figure 2-74: Printer Settings

2.12 Other Actions

1. You can open the User Guide by selecting Help - Help Documentation from
the menu, or alternatively, by pressing F1 on your keyboard.

2. You can view basic information such as the version of the application by

selecting Help - About from the menu.
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APPENDIX A: PRINTER SETTINGS FOR PRINTING
BALLOTS OKI C712

This section describes printer settings and the setup procedures for printing
ballots:

1. Download drivers form the following path: https://www.oki.com/uk/

rinting /support/drivers-and-utilities/?2id=46591801FZ01&tab=drivers-

and-utilities&productCategory=colour&sku=46551103&os=abi&lang=ac2
2. Set up the Paper size:

« Manually from a printer directly

« Alternatively, user may also access printer > Printer Settings through the
MBP.

A.1 Manual paper size setup

To manually setup the paper size for the printer (OKI C712):

1. Use the up and down MENU buttons (marked as 3 in the image bellow-) to
move up and down through the available settings for the sub-menu items.

2. When the desired item is displayed, press Enter to display the setting.

NOTE: An asterisk (*) appears next to the setting, indicating that the option
is set.

OPERATOR PANEL:

1L

Figure A-1: Operator Panel

Once the device configuration menu is accessed, set up the following properties:

« Admin Setup -> Password: 999999 (down arrow and enter, down arrow and
enter...6 times)

e USB Setup
« Offline Receive -> select Enable; Press Back button twice

« Tray Setup

5/31/2019 67 Version: 5.11-CO::1



Democracy Suite® EMS Mobile Ballot Production User Guide

« Unit of Measurement -> select inches; Press Back button three times
+ Menus

 Tray Configuration

« MPTray Config

« Paper Size -> select Custom; Press Back button

« X dimension -> 8.5 inches; Press Back button

« Y dimension -> (e.g.)11 inches; Press Back button twice

NOTE: There is no need to set up a sleep time mode since the MBP activates the
printer when a request is sent.

NOTE: We strongly recommendation to set a paper size manually from the
printer. This way, no interruptions will occur during the printing.

A.2 Printer Settings through the MBP

Setup from the MBP

If the page size is set up from the MBP, this kind of setup applies only to the
current ballot. Repeat this process for all the other ballot types.

1. From MBP navigate to Print button (or alternatively double click your ballot,
right click then Print) :

a. Please check whether the Document Width and Height from the left
panel Printer Properties match the Document Width and Height from
the right side — Ballot Properties. If they do not match, Printer Properties
will be displayed in red.

b. To equalize them, click on Preferences.
c. Navigate to the Size drop-down.

d. Select User Defined Size and select the appropriate values for Width and
Height. i. Click OK.

e. Select the recommended paper weight -> Heavy (106-120g/m2) or Ultra
Heavy 1 (121-188g/m2) for larger ballots.

2. To apply the settings, press the On Line button on printer.
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Figure A-2: Printer Settings through the MBP
3. For two sided ballots, set the following:
a. Click on Print > Preferences> Paper Feed Options.

« Make sure that checkbox for Use different source for first page is
unchecked in Cover Printing.

« Select the Multi Purpose Tray option for Media Check.

b. From the 2-Sided Printing drop-down, select the Long Edge option on
the same Printing Properties window.

v b g oo e Hraw
.

Figure A-3: Printing Preferences
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