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OVERVIEW

Section 1-7-515, C.R.S., requires Colorado counties to conduct a new type of post-
election audit, called risk-limiting audits (or RLAS), beginning in 2017. On August
11, 2017, the Secretary of State adopted new Election Rule 25, specifying the
manner in which random and risk-limiting post-election audits must be conducted
in Colorado. Rule 25.1 contains definitions generally applicable to risk-limiting
audits. Election Rule 25.2 prescribes the procedures for conducting risk-limiting
audits. Election Rule 25.3 allows the Secretary of State to waive the RLA
requirement and permit a county to conduct a random audit instead, and lays out
the procedures for a random audit. Election Rule 25.4 addresses removal of audit

board members.

There are two types of RLAs: comparison audits and ballot-polling audits.
Counties using vote tabulation systems capable of exporting ballot-level cast vote
records (CVRs) — such as Dominion’s Democracy Suite® 5.11 and Clear Ballot’s
ClearVote® 1.4.1 voting systems — must conduct comparison audits. Counties
using older voting systems that are not capable of exporting CVR data files must

conduct ballot-polling audits, which are the least efficient type of RLA.

This guide contains specific step-by-step instructions for county audit
administrators and county audit boards to prepare for and conduct comparison
audits, using the Dominion voting system and the Secretary of State’s RLA

Software.!

Note: Most of the pictures in this guide show examples from the 2017 Coordinated
Election. Of course, when saving, naming or retrieving RLA-related folders and
files, you should use the current election type and year (e.g. 2018 Primary, 2020

General) instead.

L In the future, this guide may be updated to include step-by-step instructions for counties using
the Clear Ballot system to export the data required for RLAs. Until then, Clear Ballot users should
contact Voting.Systems@sos.state.co.us with any system-specific questions.
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If you have questions or encounter problems with any step in this guide,
please contact the RLA team (Jessi Romero, Danny Casias, or Eddie Morgan)
at 1-877-436-5677. We will assist you over the phone, or remotely via GoTo
Meeting. Some additional resources for counties to use for the RLA can be
found on the CDOS FTP in the RLA/RLA_general information folder.

ELECTION RECORDS

Some documents used in and produced for a risk-limited audit are election records,
and as such must be stored by the county for 25 months following the election.

These documents, which are mentioned later in this guide, are:

e The Ballot Manifest

e The CVR (the original must be stored, any public release should be
reviewed and redacted appropriately)

e Final Reports produced by the RLA Software

e Ballots

Please reach out to the Secretary of State’s office if you have questions about

records retention or redaction.

Version 3.2.1
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CHAPTER 1: RLA THUMB DRIVE

Colorado Election Rule 20.5.3 requires that counties may only use thumb
drives that are reformatted immediately before inserting them into a voting
system. Due to this you should use a fresh—never been used before—
thumb drive to retrieve the required files from your voting system. In
this section you’ll be able to do a few of the setup steps before inserting the
thumb drive into the internet connect computer, the rest will be explained

later in the guide.

Step 1-A: Prepare Your RLA Thumb Drive

1. Insert a thumb drive into the USB port of your EMS server or client. Open
Window’s File Explorer by clicking on the icon that looks like a file folder in
the left hand corner of the task bar at the bottom of your display.

This is the Windows d‘esM’Tﬁ

[

Click the file folder icon to open
Window's File Explorer utility

Vetsion 3.2.1
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2.

In File Explorer, double-click the icon representing your RLA thumb drive.

In the examples below, the thumb drive is named “CDOS,” and the
operating system assigned drive letter (F:) to the thumb drive. Your thumb
drive will have a different name (often, the manufacturer’s name), and
your operating system may assign your thumb drive a different drive letter.

DriveTools ~ CDOS (F)

Manage

T

Home

Share

Ela

Copy path
Pin to Quick Cop; Paste  _ Move Cops
T [7] Paste shorteut to

View

X

Clipboard

P NI

Organize
This PC > CDOS (F)

*  Name

Weekly calls
Comparison Audit RLA Summaries
Decumentary

DVS 2017

MyOfficeDocs

~ I This PC
I Desktop
[ Documents
¥ Downloads
b Music
&= Pictures
B videos
s OSDisk (C:)
- CD Drive (D:)
> wa CDOS (F)
5 = Home ()
= Alfiles (T)

D items

Delete Rename  Ne
- folder

T3 New item ~

7 Easy access -
w

FH select all

Select none

1 Open
o
ertie:

Edit

Pro 5
@ History 5 Invert selection

-

New Open Select

v & | Search CDOS
Date modified Type

This folder is empty.

[m]

X
(2]

3. Right click on a blank area in the right hand pane of the File Explorer
utility, and select New > Folder from the drop-down menu.

&l A0~ DriveTools  CDOS(F)
Home  Share  View | Manage
D dh cut x [T New item - Iﬂ Open - HH selectall
wil Copy path +7) Easy access - Edit Select none
Pinto Quick Copy Paste _ Move Copy  Delete Rename = Mew Froperties
access E Paste shortcut to to - folder - £ History DDInvert selection
Clipboard Organize New Open Select
« “ A > ThisPC » CDOS(F) v @ Search CDOS(F:
Weekly calls ~  Name Date modified Type
Comparison Audit RLA Summaries
Thic folder is empty.
Documentary View
DVS 2017 Sort by >
MyOfficeDocs Group by >
Refresh
[ This PC i
9 Deskiop Customize this folder...
[ Documents Paste
J Downloads Paste shortcut
B Music Share with 3
=] Pictures
a — | he | AT e 8
Videos I =
Properties & Shorteut
- OSDisk (C:) -
i Bi
2 cDDrive (D) 8 Bitmap image
[E5 Contact
— CDOS (F) !
0% Microsoft Word Document
T Home (H) ¥ Microsoft PowerPoint Presentation
= Allfiles (T:) v 6% Microsoft Publisher Document
0 items 5] Text Document
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4. In the highlighted folder name field, name the folder RLA plus the election
year and type (e.g. RLA2018 Primary), then press enter on your keyboard.

Name

Name

RLA2018 Primary

Version 3.2.1
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CHAPTER 2: EXPORT RLA DATA FROM DEMOCRACY SUITE®

This chapter demonstrates how to print the reports and export the data
files that you will need for the RLA from your Dominion EMS server or
client.

Step 2-A: Finish 9-day Tabulation and Adjudication

Before printing the reports and exporting data that you will need for the RLA from
your Dominion EMS server or client, make sure that you or your election judges
(as applicable) finish the following tasks by the 9" day after Election Day, as
required by Election Rule 25.2.2(f).

1. Scanning all verified ballots (other than property owner and provisional
ballots) received by the close of business on the 8™ day after Election
Day.

2. Adjudicating all blank ballots and ballots with overvotes, write-in votes and
ambiguous markings, that queued or presented for human adjudication in
the adjudication application.

3. Validating and publishing all results in the Results, Tally and Reporting
(RTR) application.

Step 2-B: Export the CVR File

With the RLA thumb drive in the USB port of your Dominion EMS server or client.
1. On your Dominion EMS client or server, open the Results, Tally and
Reporting (RTR) application.

2. Navigate to the Actions menu, click the Export menu item, and then click
the CVR Export sub-menu item.

-~ Tabulators

Export / Import of Conditional Votes
E Result Pair Resq =
Export %4 Export Results

Import Report Profile Export Audit File
Export Audit Images
& Show Export Log
11 CVRExpor:

th Rarked Prof R
Tabulator Num| Tabulator Name = File Name Polling Location = Batch No C

W ek goan oo
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a. The CVR Export screen will appear.

- CVR Export = || =] -

Batch: << ALL > =

Tabulator: << ALL => -

Precinct: << ALL > -

Ballot Type: << ALL => =

Contest: << ALL > -
[] Create separate file per batch

Published batches only

Use tabular format

|F_xpnrt |Jm(3am:el ‘
L

i. Leave the filters with drop-down menus if the top five fields set to
All

ii. Place a check mark in Published batches only and Use tabular
format boxes (VERY IMPORTANT!)

iii. Click Export
iv. An Info dialog box will appear and indicate where your file is
saved.
Info: = I:'-

CVR data has been exported. Archive with CVR is saved on NAS, ~
File location: D:\MAS\Exporting CVR data Risk Limiting Audits

w

m Close

v. Take note of this file path (we suggest taking a picture of the file
path with your phone, or writing it down on a piece of paper and
keeping it handy.

Vetsion 3.2.1
Last modified 9.22.2020 Page 10 of 71



RLA Software Complete Reference Guide
Vi.

Go back to CVR file path Info screen in RTR. Once you have
noted the location of the CVR file, click Close.

Info:

- (O -
Copy to dipboard
CVR data has been exported. Archi

File location: D:\NAS\Exporting C

ive with CVR is saved on NAS.

-~

e

m Close
Vii.

Navigate to the location of the CVR file you just noted and copy
the CVR export file from your Dominion EMS client or server to
the folder for the current election on your RLA thumb drive.

IMPORTANT: Copy the CVR export file from its location on the
Dominion EMS server or client to your RLA thumb drive by using
the copy and paste commands (Ctrl-C to copy, Ctrl-V to paste),

but do not open the CVR in Excel by double-clicking the file and

then “saving as” to the RLA thumb drive. If you do that, Excel will
convert any entry in the ImprintedID field that looks like a date to
Excel’s date format. For example, Excel may convert ImprintediD

“12-6-37” to “6-Dec 1937.” That automatic reformatting may make
it difficult for your audit board to locate and retrieve randomly

selected ballots during the RLA. We will provide instructions on
how to import the CVR file into Excel and retain the original

formatting in a later step. For now, just copy the file to your RLA
thumb drive, and don’t double-click or open it.
I DANAS\2017 Logan County Coordinated Election\Results [= = |
« T This PC EMBDATA (D) h|\l~1‘i » Exparting R Rk Limiting Austs » Results J
ke —— o '
& Downloads T sk iate0000" 1 1
=l Recent places CWR_Export_I01TTHTI32322.con L
Do-u.:::ﬂt
Version 3.2.1

Last modified 9.22.2020

Page 11 of 71



RLA Software Complete Reference Guide

Step 2-C: Export the ENR Results File

You will need an ENR results file that matches the results reflected in the CVR
file. Export the file now, while you are working on the Dominion server or client.

1. Loginto RTR. From the top left, select Start Results Export

uonebirey &

2. When the export is complete, a confirmation message will display in the
lower left hand corner.

3. The report will be saved in the location set in your Transfer Points

4. Copy the ENR results report to the folder for the current election on your
RLA thumb drive.

Vetsion 3.2.1
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Step 2-D: Safely Eject the RLA Thumb Drive

Simply removing a thumb drive from the USB port of a computer workstation can
corrupt the data saved on the thumb drive. To avoid that risk, follow these steps
to use Windows’ “Eject” function anytime you want to remove a thumb drive.

1. Inthe right hand corner of the bottom task bar on your Windows desktop,
click the “show hidden icons” upward arrow, and then click the thumb drive
icon in the pop up menu.

From the bottom task bar on your Windowsm

1) click the "show hidden icons" upward arrow, then 2)
click the thumb drive icon in the pop up menu

1. Click the upward arrow

2. Click the thumb drive icon

2. In the pop up menu, select the option to eject your thumb drive. In the
example below, the proper selection is “Eject CDOS (F:)” Your RLA
thumb drive will probably have a different name and drive letter.

Ffs Open Devices and Printers

= Eject VMware Virtual disk SCSI Disk Device
- Q5Disk (C)

B Eject vmixnet3 Ethernet Adapter

= Eject USE Product String123456

Vetsion 3.2.1
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3. You will receive a message like this when Windows ejects your RLA
thumb drive and it is safe to remove from the USB port of the computer
you’re using.

Safe To Remove Hardware

)" device can now be

~ 0 ) &55AM

Version 3.2.1
Last modified 9.22.2020 Page 14 of 71



RLA Software Complete Reference Guide

CHAPTER 3: FINISH PREPARING FOR THE RLA

Now that you've finished getting all of the required files from the voting
system you can put the rest of the files needed for the RLA onto the thumb
drive. Remember, once you've connected the thumb drive to an internet
exposed computer, you cannot connect that thumb drive back to the voting
system. If you need to get the voting system files again, use a new thumb
drive.

Step 3-A: Install the Chrome Web Browser on your RLA
Workstation

The Secretary of State’s RLA Software works best with Google’s Chrome web
browser. If you have not done so already, you can download and install the web

browser from the internet for free.

1. Open your current web browser, and go to
https://www.google.com/chrome/ .

2. Click the button that says DOWNLOAD CHROME, and follow the step-by-
step online instructions.

Step 3-B: Download RLA Files and Utilities from CDOS FTP Site

1. Log into the CDOS FTP site from your RLA workstation. Using your web
browser, go to https://ftps.sos.state.co.us/webclient/Login.xhtml, and enter
your user name and password.

If you need help logging into the CDOS FTP site, contact SCORE Customer
Support at SCORE.CustomerSupport@sos.state.co.us

Version 3.2.1
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2. Navigate to and click on the RLA subfolder of your county folder on the
FTP site.

Dashboard Secure Folders Address Book My Account

Secure Folders

|’Locatiol\ |/countyor | || [ c# A ct]C | apptet | # upload | -

Name

This example shows the Adams
County folder on the CDOS FTP
site.

] = 2018_Mock_Election

] = 2018_Mock_Election_Data

l %= HAVV_Checking

NCOA

LS

Scroll down the page to
) RLA ﬁn_d the RLA subfolder.
Click on the RLA
subfolder to reveal its
contents.

Secure_Ballot_Return

LS

| | - ] Voter_ Merge

3. Click on the RLA_general subfolder to reveal its contents and click on the
RLA_general information folder.

Secure Folders

Location | /countyD1/RLA | @ & A+ | C | Applet | 4 Upload | ~
ol Name %

L & RLA_current election

E| +] RLA_general information _

L & RLA_mock election

PE:] @ mpam-fe.exe
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4. Use your mouse to check the boxes to the left of the two files listed below.
Then click the Download button in the lower left corner of your browser.

e Hash Values.doc

e QuickHash-Windows-v 2.8.0.zip

/ (Home) > county48 > RLA > RLA_general information
Name & Date M

O Libre Office 9/10/1

First, select these two

a RLA labels files by clicking the 9/10/1
check boxes.

O Training 5/24/1
. @ Ballot Manifest template.g 5/24f1
O @ CVR Export Inst) 5/24/1
o é Hash values.doc 11/15/
G Q QuickHash-Windows-v2.8.0.zip 9/20/1
O @ RLA Software Complete Reference Guide v2.pdf 11/14/

Then, click the
download button

2 Rows Selected

5. Click the compressed file that appears beneath the Download button and
above the Windows task bar to reveal the four individual files that you
downloaded.

- - m T 0

* Q RLA labels and placeholders.zip

* ] @ RLA Software Complete Reference Guide.pdf

2 Rows Selected

£
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6. Windows opens a folder in the Compressed Folder Tools utility. Use your
mouse to select all four files, right click your mouse button, then select
Copy from the drop-down menu.

BP9~

Home s

g
og
a8

- Extract
M all
Extract To

Compressed Folder Tools  decuments_20181028

View Extract

4 & » ThisPC » Home(H:) » MyOfficeDocs » documents_ 20181026

RLA »
I Desktop
Mesa
MyOfficeDocs
RLA-AUDIT.DE-

I This PC
[ Desktop
Documents
3 Downloads
B Music
[& Pictures
B Videos
= OSDisk (C)
& €D Drive (D)
= Home (H)

Name Type Comg

| Hash Values Microsoft Word 97 - 2003 ...
¢ QuickHash-Windoy-~+22 (zipped) Fol
Open

Cut
Copy
Delete

Properties

7. Navigate to the folder for the current election on your RLA thumb drive.

al 9=l
Home Share View Manage
< “ 4w » ThisPC > CDOS(E)

Name

|| RLA2012 Primary

> s Quick access

~ [ This PC
> [ Desktop
> Documents
> & Downloads
> b Music
> [&] Pictures
> B Videos
> OSDisk (C)
> & CD Drive (D)
.
> = Home (H)
> = Allfiles (T)

> = CDOS(E)

> ¥ Network

1item

Drive Tools  CDOS (E)

v| & | Search CDOS (E)

Date modified Type Size

5/10/2018 8:47 AM  File folder

Second, double click the folder
for the current election.

First, single click the icon that
represents your RLA thumb drive.
(Your thumb drive probably has a

different name and drive letter.)
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8. Use your mouse to click into the right hand pane of that window, right click
your mouse button, then select Paste from the drop down menu.

|4 = | 2018 Primary RLA

“ Home Share View

Pin to Quick Copy Paste : Move Copy Delete Rename
access 7] Paste shortcut to to -

Clipboard Organize
r v » ThisPC » CDOS(E) » 2018 Primary RLA

-

[ Desktop A Name Dat

Mesa G5 CVR_Export_20131004102608 10/

MyOfficeDocs £ QuickHash-Windows-v2.8.0 5/2
RLA-AUDIT.DB- iz Hash Values 10/

& This PC
[ Desktop
|= Documents
‘ Downloads
J’; Music
| Pictures

m Videos

s OSDisk (C:)

9. You have downloaded to the folder for the current election on your RLA
thumb drive all of the files you need from the CDOS FTP site. You may
now log out of the CDOS FTP site by clicking the Logout button in the top
right corner of Chrome, or by just closing the browser.
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CHAPTER 4. FORMAT THE BALLOT MANIFEST

You should have started maintaining a ballot manifest at the time you started
counting ballots, as required by Rule 25.2.2(c). The screen shot below
shows a sample ballot manifest, and includes some important pointers to
ensure your ballot manifest can be uploaded into the RLA Software. The
pointers are discussed in more detail immediately following the screen shot.

Insert Page Layout Formulas Data Review View Developer Q@ Tellm
&D T}E’CUt Calibri 1 A A== = - %WrapText Gener:
Bcopy - — | =
Pavste ' Format Painter B I U- #H- O-A- === &3 EMerge&Center - $ -
Clipboard [P} Font [P} Alignment Pl
K5 ~ e
A B T D E F G H |
1 |County TabulatorID Batch # of Ballot Cards Location Do not change the
2 |Ar3PY Numbers 1 36/Bin #1 header row or add
3 |Araps only 2 40|Bin #1 an additional row
4 |Arapa3 (Tabulator 3 36 Bin#1
5 |Arap3 ID) a4 40 Bin #1
6 |Arapg 5 36 Bin#1
7 |Arapahoe 2 1 36 Bin #2
8 |Arapahoe 2 2 36 Bin #2
9 |Arapahoe 2 3 40 Bin #2
10 |Arapahoe 2 4 36 Bin #2
11 |Arapahoe 2 5 40 Bin #2
12 |Arapahoe 3 1 36 Bin #3
13 |Arapahoe 3 2 40 Bin #3
14 |Arapahoe 3 3 36 Bin #3
15 |Arapahoe 3 4 40 Bin #3
16 |Arapahoe 3 5 36 Bin #3
17 |Arapahoe 3 6 40 Bin #3
18 |Arapahoe 3 7 36 Bin #4
19 |Arapahoe 3 3 40 Bin #4
20 |Arapahoe 3 9 36 Bin #4
21 |Arapahoe 3 10 40 Bin #4

=%
23

A

24 || - County List is sorted
25 || name in the by Tabulator
25 || correct ID, then

o7 || format Batch ID

28_ - No extra

3g || rows with
30 the county

31 name

32|
33|
34
35
36
37|
38
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Step 4-A: Formatting the Ballot Manifest

1. Column A — County: Enter the name of your county, but don’t add a
space before or after the name, or the word “County”. So Arapahoe
County should be entered simply as Arapahoe.

2. Column B — Tabulator ID: Only use numbers in this column — no letters,
spaces or other characters. Make sure that the Tabulator ID used in the
ballot manifest matches the tabulator number in your CVR.

3. Column C - Batch: Again, only use numbers in this column.

4. First Row — Headers: Do not change the pre-formatted header fields, or
add additional header rows.

5. Last Row: Make sure that the final row of your ballot manifest is fully
populated in Columns A to E. If you have extra rows populated with only
the county name, delete them.

Step 4-B: Sorting the Ballot Manifest

Before uploading to the RLA Software, you should sort the ballot manifest in

ascending order by Tabulator ID, then by Batch. Here’s one way to do that.

1. In this example ballot manifest, the Tabulator IDs and Batch numbers
appear in random order (this could occur if separate manifests from
different tabulators are consolidated into one ballot manifest).

Denver_PublicLATBallotManifest_201710712 - Excel — =]
Home | Insert | Page Layout | Formulas [[EEE Review | View | DYMO Label | ACROBAT | Q Tell me.. DwightS... 3 Share
_— = e -

B @ a2 alE T & (3 L
Get External Mew 3 Refresh from Refresh Z]| Sert Filter Text to What-If Forecast Outline
Data - Query -~ L& | Dynamics 365 Al - T columns =5 T Analysis - Sheet -

Get & Transfo... Dynamics 365 Connections Sart & Filter Data Tools Forecas 13
E26 - = ~
A B = =} E F = H | 1 i3 -
1 |County  Tabulator ID Batch # of Ballot Location
z |penver 7 1 51 TC-0001
= |penver 7 ) 51 TC-0001
4 |Denver 7 a 25 TC-00O01
5 |penver 7 2 25 TC-00O01
6 |Denwver 1 1 51 TC-0001
7 |penver 1 E 51 TC-0001
& |Denver 1 a 25 TC-0001
2 |penver 1 2 25 TC-0001
10 |Denver 3 1 51 Tc-ooo1
11 |Denver 3 3 51 Tc-ooo1
12 |Denver 3 a 25 Tc-ooOL1
13 |Denver 3 2 25 TC-ooOL1
14 |Denver s 1 51 Tc-oooL1
15 |Denver s 3 51 Tc-oooL1
15 |Denver s a 25 TC-ooOL1
17 |Denver s 2 25 TC-ooOL1
18 |Denver a 1 51 TC-000L
12 |Denver a 3 51 TC-000L1
20 |Denver 4 4 25 TC-0001L
21 |Denver 4 2 25 TC-0001L
22 |Denver 2 1 51 TC-000L
23 |Denver 2 3 51 TC-0001
24 |Denver 2 a 25 TC-0001
25 |Denver 2 2 25 TC_000L

)

Denver_PublicLATBallotManifest_ =

+

\
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2. Select the entire sheet by clicking the diagonal arrow immediately above
row 1 and to the left of column A.

| A B C D E F G H | J K -
1 Tabulator ID Batch # of Ballot Location

2 7 1 51 TC-0001

3 7 2 51 TC-0001

4 7 a 25 TC-0001

5 7 2 25 TC-0001

6 1 1 51 TC-0001

7 |Denver 1 3 51 TC-0001

2 |Denver 1 4 25 TC-0001

9 |Denver 1 2 25 TC-0001

10 |Denver 3 1 51 TC-0001

11 | Denver 3 3 51 TC-0001

12 |Denver 3 4 25 TC-0001

13 |Denver 3 2 25 TC-0001

14 |Denver 3 1 51 TC-0001

15 |Denver 3 3 51 TC-0001

1& |Denver E=3 4 25 TC-0001

17 |Denver 2 N 25 TC-0001

12 |Denver 4 1 51 TC-0001

15 |Denver 4 2 51 TC-0001

20 | Denver 4 4 25 TC-0001

21 |Denver 4 N 25 TC-0001

22 |Denver 2 1 51 TC-0001

23 |Denver 2 2 51 TC-0001

24 |Denver 2 4 25 TC-0001

25 |Denver 2 N 25 TC-0001

26

-
| Denver_PublicLATBallotManifest_ | @ « 3

3. Select the Data tab at the top, then the Sort icon.

Dwight 5... ,Q‘_ Share
b, ¥ -2 .
B & g { . 2 E= g, =~ [p B4 |=
Get External New B rom  Refresh z| Sort Filter Textto _ What-If Forecast Outline
Data - Query = [y ynamics 365 All - s Columns == 7 @ Analysis =  Sheet -
Get & Transfo... | Dynamics 365 | Connections So ilter Data Tools Forecast e
Al - I County -
| A | E | C | D | E | G | H | 1 | 1 | K | -
1 |County  TabulatorID Batch # of Ballot Location
2 |Denver 7 1 51 TC-0001
3 |Denver 7 3 51 TC-0001
4 |Denver 7 4 25 TC-0001
5 |Denver 7 2 25 TC-0001
6 |Denver 1 1 51 TC-0001
7 |Denver 1 3 51 TC-0001
8 |Denver 1 4 25 TC-0001
9 |Denver 1 2 25 TC-0001
10 |Denver 3 1 51 TC-0001
11 |Denver 3 E] 51 TC-0001
12 |Denver 3 4 25 TC-0001
13 |Denver 3 2 25 TC-0001
14 |Denver 8 1 51 TC-0001
15 |Denver 8 3 51 TC-0001
16 Denver 8 4 25 TC-0001
17 |Denver 8 2 25 TC-0001
18 |Denver 4 1 51 TC-0001
19 |Denver 4 3 51 TC-0001

Version 3.2.1
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4. In the Sort dialog box, click on the down arrow in the Column — Sort by
field, then select Tabulator ID from the down menu.
E =@ Denver_PublicLATEallotManifest
File Home | Insert | Page Layout | Formulas | [BEIEN Feview | View | DYMO Label | ACROBAT | Q Tell me... Dwight S... ,Q'_ Share
= ~y B 5
B By & MEs Y = e B2 =
Get External Mew Refresh from  Refresh zl Sort Filter Text to = What-If Forecast Outline
Data - Query ~ L& Dynamics 365  All- “  Columns =& ~ ] Analysis = Sheet e
Get & Transfo... | Dynamics 365 | Connections Sort & Filter Data Tools Forecast s
A2 - I Denver
A B C D E F | G | H | | 2 | ok | =
1 |County  Tabulator ID Batch # of Ballot Location
2 |Denver Tl 1 51 TC-0001
3 |Denver Tl 3 51 TC-0001
4 |Denver T Sort ? x
5 |Denver Tl
& |Denver 1 +§l Add Level >( Delete Level E@ Copy Level Dptions... My data has headers
7 |Denver 1 Column Sort On COrder
& |Denver 1 Sort by Values ~| lAatoz ~
S |Denver 1 County
10 |Denver Tabulator/D. | i—
Batch
11 |Denver # of Ballot Cards
12 |Denver 3 Location
13 |Denver 3
14 |Denver 8
15 |Denver 8
16 |Denver 8 eancel
| Denver PublicLATBallotManifest_ | @ 4 3
Ready Average: 14.38888889 Counkt 125  Sum: 1072 B M - 1 + 100%
5. Click the Add Level button at the top, click on the down arrow across from
Then by, select Batch from the drop-down menu. Then click OK.

Sort ? >
*al A | || 2< Delete Level || E2 Copy Level ||| & Options... My data has headers
Column Sort On Order
SortbY | Tapulator 1D v Walues s Smallest to Largest o
Then by Values w| |AteZ v

County
Tabulator ID
Batch A
# of Ballot Cards
Location
Cancel

Version 3.2.1
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Your ballot manifest is now sorted in ascending order by Tabulator ID and
Batch. Remember to save the file in CSV format.

Denwver_PublicLATBallotManifest_20171012 - Excel == — O
2 Tell me... DwightS... ,c:",_ Share
= = =l & =T - 5 &
= | BE] @ |[E| o) | ] || m
Set External Mlews Refresh from Refresh zl Sort Filter Data Forecast Outline
Data - Cuery - L | Dynamics 365 All - T Tools- - -
Get B Transform Dynamics 365 Connections Sort & Filker .
F28 - F= ~
A ] C D E F L] H | -
1 | County Tabulator ID Batch # of Ballot Location
2 |Denver 1 51 TC-0001
3 _Denver 25 TC-0001
4 |Denwver 51 TC-0001
5 |Denwver 25 TC-0001
6 | Denver 51 TC-0001
7 |Denwver 25 TC-0001
8 |Denwver 51 TC-0001

25 TC-0001L
51 TC-0001
25 TC-0001
51 TC-0001 |
25 TC-0001
51 TC-0001
25 TC-0001
51 TC-0001
25 TC-0001
51 TC-0001
25 TC-0001
51 TC-0001
25 TC-0001
51 TC-0001
25 TC-0001
51 TC-0001

3 |Denver
10 |Denver
11 |Denver
12 |Denver
12 |Denver
14 |Denver
15 |Denver
16 |Denver
17 |Denver
18 |Denver
19 |Denver
20 |Denver
21 |Denver
22 |Denver
23 |Denver

0000 00 s s s s B B R E W W W W NN NN R R

24 |Denver

BWNRE R WNRERWMEBRWNRE R WRNREBWNRE

25 |Denver 3 25 TC-0001L -
Denver PublicLATBallotManifest_ -:-E-} ] >
Ready CE] [y ' + 1oo%

Since you changed the sort order, you need to save the ballot manifest to
your RLA thumb drive to maintain the proper ascending order. Excel
displays the following (annoying) message every time you try to save a
CSV file. Unless this guide specifically directs otherwise, you should
always select Yes when you see this message. That is because the RLA
Software will not permit you to upload data files unless they are in CSV
format.

licrosoft Exce >

o Some features in your workbook might be lost if you save it as C5V [Comma delimited].

Do you want to keep using that format?

=
— Ne Help

Version 3.2.1
Last modified 9.22.2020 Page 25 of 71



RLA Software Complete Reference Guide

Version 3.2.1
Last modified 9.22.2020 Page 26 of 71



RLA Software Complete Reference Guide

CHAPTER 5: IMPORT AND MODIFY THE CVR FILE

This chapter explains how to import into Excel the original CVR file that
you exported from DemocracySuite® in a way that prevents the automatic
conversion of ImprintedID values into dates. This chapter also explains
how to skip importing the CountingGroup column into the CVR file that
you will upload to the RLA Software.?

Step 5-A: Open Excel
1. Open the Excel program from your computer’s start menu.
2. Remember: In this case, don’t open Excel by double-clicking the CVR file.

Step 5-B: Open Excel’s Text Import Wizard
1. Select the Data tab, then From Text. (For Excel 2019 see below)

Home Insert Page Layout Formulas View DYMO Label ACROBAT

fz\l |— [=] Connections 8]
L., s ) z
- L Properties
Existing Mew Refresh from | Refresh o %\l
Connections | Query - L& Recent SouMls | Dynamics 365 | All - Edit Links
Get ernal Data Get & Transform Dynamics 365 Connections

Al h

W o~ W R e

e
L =]

For Excel 2019 instead go to the Tell me what you want to do tab and type
From Text (Legacy), then select the option of the same name to use the legacy
import data wizard.

Formulas Data Review View Help ACROBAT Q From Text (Lega c‘_-.-f||

| f1 From Text (Legacy’

[
N o Cut Calibri n ~ KA SE== - DwapTed Ge
= Exy Copy - . I [h Get Data From Text
L | o === &=3= -
- ¥ Format Painter Ty - L - - === bEgRtCni $ [& FromWeb (Legacy)

Clioboard ] Font 7] Alianment M [ From Access (| enac)

2 Condition CVR-1 in the Dominion Conditions of Use requires counties to delete the
CountingGroup column from the CVR export before hashing and uploading the file to the RLA
Software. Not importing the CountingGroup column into the CVR file that you will upload in the
first place is one way of complying with Condition CVR-1.

Vetsion 3.2.1
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2. The Import Text File dialog box appears. Browse to the folder for the
current election on your RLA thumb drive; select the CVR file you
exported from the Dominion system, and click Import.

Import Text File

T~ » ThisPC » CDOS(E) » RLA2017 [J] Search RLA2017

Organize ~ Mew folder

i
4

MyOfficeDocs  ~ Mame Date modified Type

RLA Tool
RLAZDTT

£-] Ballot Manifest Template Example
B-] CVR_Export_20171012120028

11715/ 7 337 PM
10/16/2017 4:01 PM

Microsoft Excel C...
Microsoft Excel C...

1KB
32 KB

Microsoft Excel

[ This PC
I Desktop
[ Documents
J Downloads
b music
=] Pictures
B videos
= OSDisk (C)
A CD Drive (D)
- CDOS (E)

 f—

File name: | CVR_Export_20171012120028

Cancel

L
LA

Step 5-C: Specify Data Formats and Rules

1. The Text Import Wizard — Step 1 of 3 dialog box appears. Make sure
that the radio button for Delimited is selected, check the box next to My
data has headers., and click the Next button.

The Text Wizard has determined that your data is Delimited.
If this is correct, choose Mext, or choose the data type that best describes your data.
| Original data type

Choose the file type that best describes your data:
(®) Delimited

() Fi idth

- Characters such as commas or tabs separate each field.

- Fields are aligned in columns with spaces between each field.

rtimport at row: |1 % File arigin: 65001 : Unicode [UTF-2) | |

| My data has headers,

Preview of file EARLA20TTWCVR_Export_20171012120028.csv.

2017 Denver Coordinated Election™,™5.Z_1g§_1v, m", mm wn wofen ow oo om oo (a4

pw ww mw o mn mw ww ww oww WD raspar at Large (Vote For=1)",
,"“ e ,"" e “",‘ "Julie Bafiuelos™, "Robert Bussell
"E.‘v::Nlmber" "'IabulatnrNu.m", "BatchId™, "RecnrdId" , "Imprinte
miw =wgw =i ="i" ="7-1-1", "Mail- In" 1340116101 (13401

Cancel

Vetsion 3.2.1
Last modified 9.22.2020

irector at Lar
eth"™, "Barbara
id", "CountingGr
01)"™,"Ballot | w

Einish
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2. The Text Import Wizard — Step 2 of 3 dialog box appears. Check the box

next to Comma, and select Next

Text Import Wizard - Step 2 of 3

? >

This screen lets you set the delimiters your data contains, You can see how your text is affected in the

preview below.
Crelimiters

[ Tab

|:| Semicolon
omma
[l

1o

|:| Treat consecutive delimiters as one

Text qualifier: |~ e

Data preview

017 Denver Coordinated Election [5.Z2.1g6.1 ~
rHumber abulatorlum BatchI@@Recordld ImprintedId
mym mom mym qm mp_q_qm W
< >
Cancel < Back Finish
Version 3.2.1
Last modified 9.22.2020
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3. The Text Import Wizard — Step 3 of 3 dialog box appears.
a. Instruct Excel to import ImprintedID values as text

In the Data preview section at the bottom of this dialog box, select the
5" column from the left (the column that contains the ImprintedID
header) by clicking anywhere in that column with your mouse pointer,
and then click the button next to Text in the Column data format
section at the top of the dialog box.

Text Import Wizard - Step 3 of 3 ? .

This screen lets you select each column and set the Data Format.
Column data format

----------- . ‘General” converts numeric values to numbers, date values to dates, and
all remaining values to text.

MDY et Advanced...

t import column (skip)

Data preview

Lal
7 Denver Coordinated Election

agbul atorlum

mepar

Do not click Finish yet. You need to do one more thing in this Text
import Wizard - Step 3 of 3 dialog box.

Version 3.2.1
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b. Instruct Excel not to import (or to skip) the CountingGroup column.

To perform this step, you may need to use the horizontal scroll arrows
beneath the Data preview section to reveal the 6" column of the CVR
file that contains the CountingGroup header.

Select the CountingGroup column by clicking anywhere in the column
with your mouse pointer. Then click the radio button next to Do not

import column (skip) from the Column data format selections and
click Finish.

Test Import Wizard - Step 3 of 3 ? X

This screen lets you select each column and set the Data Format,

Column data format

() General _

‘General’ converts numeric values to numbers, date values to dates, and
OIEH all remaining values to text.
() Date: | MDY w

Advanced...

@EDU not impart column (skip)i

Data preview

ener=l Lal
rdinated Election 2.1g8.1
abulatorfum
IF':I'IF
<
Vetsion 3.2.1
Last modified 9.22.2020
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3. The Import Data dialog box appears. You should not have to change
anything here. Just make sure that the button next to Existing
worksheet is selected, and that the field immediately beneath Existing
worksheet is populated with =$A$1 (the cell where the data wizard will
import the designated data from the CVR file into this new Excel
workbook) and click OK.

Import Data ? >

Select how you want to view this data in your workbook.

=23 Table

PivotTable Report

] PivotChart

|:" Cnly Create Connection
Where do you want to put the data?

(®) Existing worksheet;

=551
() Mew worksheet

|:| Add this data to the Data Model

Properties... Cancel

4. You have successfully imported the raw CVR file into a new Excel
workbook. Note that the values in the ImprintedID column have not been
converted into dates (but now have equal signs and quotation marks), and
that the CountingGroup column was not included when the other CVR
data was imported.

H s Book] - Excel

File Home Insert Page Layout Formulas Review View DYMO Label ACROBAT @ Tell me what you want to do...

FD D Show Queries @ |— [#] Connections 4] Y Clear E’E ,_E‘ E_)a

DFrUm Table 54 E Properties Reappl
From From From From Other Bxsting New Refresh from  Refresh o El Sort Filter Textto Flash Remove
Access Web Text Sources Connections | Query ~ I:EE' Recent Sources Dynamics 365 All - Edit Links T Advanced Columns  Fill  Duplicate
Get External Data Get & Transform Dynamics 365 Connections Sort & Filter
Al = I
A E i D E F G H
1 2017 Denver Coordinated Election 15.2.16.1
2 Director at Large (Vote For=1)
3 Julie Bafiuelos
4 CvrMumber TabulatorNum Batchld Recordld| Imprintedld PrecinctPortion BallotType
51 7 1 1 ="7-1-1" 1340116101 (1340116101) Ballot1-Typel 1
6 2 7 1 2 ="7-1-2" 1340116101 (1340116101) Ballot1-Typel
73 7 1 3 ="7-1-3" 1340116101 (1340116101) Ballot1- Type 1 o
8 4 7 1 4 ="7-1-4" 1340116101 (1340116101) Ballot1-Type 1
8 |5 7 1 5 ="7-1-5" 1340116101 (1340116101) Ballot1-Type 1l o
106 7 1 6 ="7-1-6" 1340116101 (1340116101) Ballot1-Typel
17 7 1 7 ="7-1-7" 1340116101 (1340116101) Ballot1-Type 1 1
12 |8 7 1 8 U i 340116101 (1340116101) Ballot1- Type 1

Vetsion 3.2.1
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Step 5-D: Save Modified CVR Data as New CSV File

Now save this new Excel file in .CSV format and use a different file name to
clearly indicate that it is a modified version of the CVR file originally exported
from DemocracySuite.

1. Select File > Save As from the drop-down menu in Excel’s ribbon, and
browse to the folder for the current election on your RLA thumb drive.

2. From the Save as type: drop-down menu towards the bottom of the Save
As dialog box, select CSV (Comma delimited) (*.csv).

3. After you've selected CSV format, you should be able to see the original
CVR file exported from DemocracySuite. Single click the original CVR file,
which will cause its name to display in the File name field of the Save As
dialog box.

4. Click into the File name field of the Save As dialog box (not the file name
of the original CVR file), and add “Modified_" to the beginning of the new
file name, then click Save.

[ save As X
« . 1~| s ThisPC » CDOS(F) » RLA2017 |‘ v|®| | searchRLAZ017 )
Organize ¥ MNew, SEENA e

n Videos ame - Date modified Type Size
= 03Disk (C) 111 Ballot Manifest Template Example.csv 178 030AM  Microsoft Excel C.. 1Ke

L CD Drive () I ﬂ_'\ CVR_Export_20171012120028.csv I'IC'_- 401 PM  Microsoft Excel C... 32KB

o

= Home (H:)

= AllFiles (T ‘
v
IFi\e name:l MUdiﬁed,IC‘u’R,ExpDrt,EO'I?'IO'IZ'IZODZ&c;\.r
csv (Comma delimited) [*.csv) | -
r Authors:  Dwight Shellman ‘g:: Add atag Title: Add a title
~ Hide Folders Tools = Cancel

5. You will see the following message again about saving the file in CSV
format. Click Yes.

X |

Some features in your workbook might be lost if you save it as C5V [Comma delimited).

Do you want to keep using that format?

Yes Mo Help

Vetsion 3.2.1
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CHAPTER 6: VERIFYING THE BALLOT MANIFEST AND CVR

In the chapters above, you verified that your ballot manifest is correctly
formatted and sorted, and you created a modified version of your CVR file
that contains the correct ImprintedID values, and does not include the
CountingGroup column as required by the Conditions of Use. This chapter
explains how to verify that your ballot manifest reflects the same number of
ballot cards as the CVR file. This step is important because, if there is a
mismatch between those two files the RLA Software may randomly select
ballots for your audit board to examine that either do not exist or are out of
order. A selection of a ballot that does not exist in the CVR results in a
phantom ballot, which the RLA Software will automatically count as a
discrepancy. If this happens, the result could be that you have to complete a
second round of auditing, even if your audit boards make all of the correct
selections on the ballots that are presented to them.

Step 6-A: Determine Number of Ballot Cards in Ballot Manifest

1. Open the ballot manifest saved on your RLA thumb drive.

2. Highlight all of the cells in column D by left clicking the column header. The
number of all ballot cards in all batches in the ballot manifest appears as the
Sum in the lower right-hand corner of the window. (Note: In different versions of
Excel this number might appear in a slightly different place, but it is in the same
general area.)

Write this number down so you can compare it to the CVR in the next step.

3. Close the Ballot Manifest

ial

JacksonBallotManifest.csv [Read-Only] - Excel Edward Morgan

ACROBAT

Q Tell me what you want to do

Pagelayout  Formulas  Data  Review  View  Help

S Calibri n - s ==2% 0 General - %Cond\tional Formatting = E‘“Insert - - ’;‘Y'
E=d o — $ ~ 9% + [7Formatas Table~ X Delete - [¥]- £ -
vy BIU-E-H-A- === E3%EH- on 7 Cell Styles = 4 Format - -
Clipboard Font () Alignment & Mumber & Styles Cells Editing ~
D1 57 f #of Ballot Cards v
A B € E F G H J K L M N -
1 |County Tabulator Batch # of Ballof|Location
2 |Jackson 1 1] 25|BOX 1
3 |Jackson 1 2| 25|BOX 1
4 |Jackson 1 3 35|BOX 1
5 |Jackson 1 4 25|BOX 1
6 |Jackson 1 5 25|BOX 1
7 |Jackson 1 6| 25|BOX 1
& |Jackson 1 7| 24|BOX 1
9 |Jackson 1 8| 25|BOX 1
10 |Jackson 1 9 25|BOX 1
1
12
13
14
15
16
17 =
JacksonBallotManifest @® 4 v
Ready Average: 24.85888889 cDunt:ml Sum: 224 | i) O - 1 1005
Version 3.2.1
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Step 6-B:

Determine Total Number of Ballot Cards in CVR File

1. From your RLA thumb drive, double-click the modified version of your

CVR file

Insert

Page Layout

Madifi

Formulas Data Review View DYMO Label ACROBAT

=[5

Q Tell me what you want te

LI 4 o e ol= = -.. £2°2 >
Calibri -1 A A = Wrap Text General - ]
D Ba - EF Wrap B -
Paste B I U~ - . A - = == Merge & Center ~ $ -9 s Conditional Formatas Cell Insert Delete Format
< - - - ’ " Formatting~ Table~ Styles~ © © = =
Clipboard & Font () Alignment ) Number (] Styles Cells
A3 - p
A B € D E F G H
1 |2017 Denver Coordinated Election  5.2.16.1
&l Director at Large (Vote For=1}
3 Julie Bafiuelos
4 |CvrNumber TabulatorNum Batchld Recordld Imprintedid PrecinctPortion BallotType
5 1 7 1 1 7/1/2001 1340116101 (1340116101} Ballot 1- Type 1 1
6 2 7 1 2 7/1/2002 1340116101 {1340116101) Ballot1-Type 1
7 3 7 1 3 7/1/2003 1340116101 (1340116101 Ballot1-Typel o
8 4 7 1 4 7/1/2004 1340116101 (1340116101) Ballot1-Typel
9 5 7 1 5 7/1/2005 1340116101 {1340116101) Ballot 1- Type 1 [i}
10 6 7 1 6  7/1/2006 1340116101 (1340116101} Ballot 1- Type 1
11 7 7 1 7 7/1/2007 1340116101 {1340116101) Ballot1-Type 1 1
12 2 7 1 2 7/1/2008 1340116101 {1340116101) Ballot1- Type 1
13 9 7 1 9 7/1/2009 1340116101 (1340116101 Ballot1-Typel o
14 10 7 1 11 7/1/2011 1340116101 (1340116101) Ballot1-Typel o
15 11 7 1 12 7/1/2012 1340116101 (1340116101) Ballot 1- Type 1
16 12 7 1 13 7/1/2013 1340116101 {1340116101) Ballot 1- Type 1 0
17 13 7 1 14 7/1/2014 1340116101 {1340116101) Ballot1-Type 1
18 14 7 1 15 7/1/2015 1340116101 (1340116101 Ballot1-Typel o
19 15 7 1 16 7/1/2016 1340116101 (1340116101) Ballot1-Typel
A [} c D E F G H | J K L M N o [J Q R s -
137, 133 7 4 6 7/4/2006 13401161( Ballot 1- 1 1 0 0 0 1 1 0
138 134 7 4 7 7/4/2007 13401161C Ballot 1- 1 0 0 1 1 0 1 0
139, 135 7 4 8 7/4/2008 13401161C Ballot 1-1 0 1 0 0 0 1 0
140, 136 7 4 9 7/4/2009 13401161C Ballot 1-1 1 0 0 0 0 1 0
141 137 7 4 10 7/4/2010 13401161C Ballot 1-1 0 0 1 1 [ 1 0
142 138 7 4 11 7/4/2011 116011612 Ballot2- 1 1 0 [ 0 1 1 0
143 139 7 4 12 7/4/2012 13402162C Ballot 3- 1 1 0 [ 1 0 1 0
144 140 7 4 13 7/4/2013 13402162( Ballot 3- 1 1 0 [ 1 0 1 0
145 141 7 4 14 7/4/2014 13402162( Ballot 3- 1 0 0 1 0 1 [ 1
146, 142 7 4 15 7/4/2015 13402162( Ballot 3- 1 0 1 0 1 0 1 0
147, 143 7 4 16 7/4/2016 13402162( Ballot 3- 1 1 0 0 0 1 1 0
148 144 7 4 17 7/4/2017 132021621 Ballot4- 1 0 1 0 1 0
149, 145 7 4 18 7/4/2018 132021621 Ballot4- 1 1 0 0 1 0
150, 146 7 4 19 7/4/2019 132021621 Ballot4- 1 0 0 1 1 0
151 7 4 20 7/4/2020 132021621 Ballot4- 1 1 0 0 1 0
152 7 4 21 7/4/2021 1320216218Ballot4- 1 0 1 0 1 0
153 7 4 22 7/4/2022 133051651 Ballot 5- 1 1 0 0 [} 0 0 1 0
154 7 4 23 7/4/2023 133051651 Ballot 5- 1 0 0 1 1 0 0 1 0
155 7 4 24 7/4/2024 133051651 Ballot 5- 1 1 0 [ [ 0 0 1 0
156, 7 4 25 7/4/2025 133051651 Ballot5- 1 0 1 [ [ 1 0 [ 1
157,
Modified_CVR_Export_ 20171012120 | ® ] ¥

3.

In this example, the last unique CVR number is 152, meaning that the

CVR file contains a total of 152 ballot cards. You have successfully
verified the ballot manifest and CVR files, because the number of ballot
cards in the CVR file matches the number of ballot cards reflected in the
ballot manifest. You can close the CVR file — you have not modified it in
any way in this chapter, so there is no new data to save.

Vetsion 3.2.1
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CHAPTER 7: HASH THE BALLOT MANIFEST AND MODIFIED

CVR FILE

IMPORTANT: Please be sure to follow these steps exactly in the order they are
presented. If the order is not followed there may be a discrepancy with your hash

value.

Step 7-A: Launch and Configure the QuickHash Utility

1. You downloaded a compressed (.zip) file containing the QuickHash utility
to your RLA thumb drive from the CDOS FTP site in Step 3-B.

~ Y L~
fi] _,_.|_||._|

E

Copy Paste

Clipboard

v
2018 Primary RL ™
Mezsa

My OfficeDocs
RLA-AUDIT.DE-

H Thiz PC
I Desktop
|if| Documents

‘ Downloads

d

=

Music

Pictures

m Yideos

o D Drive (D)

Q5Disk ()

P

W T

w.| Copy path

El Paste shortcut

Mame

Move | Copy Delete Rename
o~ to~ <
Crganize

s

.ﬂ CWVE_Export 20181004102608

¢ QuickHash-Windows-v2.8.0

= Hash Yalues

E=] 2018 Primary 5an Juan Ballot Manifest
£= Motified_CVR_Export_20181004102608
= Verified 2018 General San Juan Ballot Ma...

» ThisPC » CDOS(E) » 2012 Primary RLA

Date

10/2
5724,
10/
10/
10/

e
e

=] =] =] =]

2. Double-click the .zip folder to reveal its contents, and then launch (double-
click) QuickHash_Windows-v2.8.0-32Bit.exe.

MName

~ T}pE

| [82] QuickHash-Windows-v2.8.0-32Bit.exe

[m5] QuickHash-Windows-v2.8.0-64Bit.exe

2 README.tet

= UserManual.pdf

Version 3.2.1

Last modified 9.22.2020

Application
Application
Text Document

Adobe Acrobat Document

Compressed ...

Pazzword ...

Mo
Mo
Mo
Mo

Size
2,691 KB
3,667 KB
48 KB
507 KB
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3. Select the File tab.

¥ QuickHash v2.8.0 - The easy and convenient way to hash data in Linux, O5X

and Windows —
Copyright ©@ 2011-2017 Ted Smith http://www.quickhash-gui.org
Text FileS I Copy I Compare Two Files | Compare DirECtDHESI Disks I

Algorithm Text Hashing

 MD5

Type or paste text here - hash will update as you type
* SHA-1

" SHA256
" SHAS12
" xxHash32

[ System RAM —

4. Under the Algorithm heading, select the radio button next to SHA256.

# QuickHash v2.8.0 - The easy and convenient way to hash data in Linux, 05X and Windows - [m] x
Copyright © 2011-2017 Ted Smith http://www.quickhash-gui.org

Text File |FiIeS | Copy | Compare Two Files | Compare Directoriesl Disks |

Algorithm r~Single File Hashing

 MD3
i SHA
* SHA256

Select file |

(or "drag and drop" a file here)

| File being hashed...

Computed hash will appear here...

Expected Hash Value (paste from other utility)

Step 7-B: Hash the Ballot Manifest and Save the Hash Value
1. Click on Select File.

# QuickHash v2.8.0 - The easy and convenient way to hash data in Linux, 05X and Windows - [m]
Copyright © 2011-2017 Ted Smith http://www.quickhash-gui.org

Text File IFMeS | Copy | Compare Two Filesl Compare Dire:toriesl Disks |

i Single File Hashing

(or "drag and drop" a file here)

' SHA256
" 5HA512
" xxHash3z

| File being hashed...

Computed hash will appear here...

Expected Hash Value (paste from other utility)

Version 3.2.1
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2. In the Open existing file dialog box, browse to your RLA thumb drive,
select the original ballot manifest in CSV format, and click Open.

v o 3 OIMISPL 3 LUUSIE) 3 ZU1S PTIMArY KLA

ize v New folder
~

MyOfficeDocs  ®  Name

RLA-AUDIT.DB- |E“ 2018 Primary San Juan Ballot Manifest |
“his PC [ CVR_Export_20181004102608

| Hash Values

[ Motified_CVR_Export_20181004102608
¥ QuickHash-Windows-v2.8.0

Downloads B3] Verified 2018 General 5an Juan Ballot Ma... 10
Music

Desktop

Documents

«arAAa 9

Pictures
Videos
0sDisk (C:)
CD Drive (D)
CDOs (E)
Home (H:)

AllFiles (T:)
v

File name:

3. When you open the original ballot manifest with QuickHash, the utility
automatically examines the file and returns a hash value in the second
field under the Single File Hashing heading.

# QuickHash v2.8.0 - The easy and convenient way to hash data in Linux, 03X and Windows - o X

Copyright © 2011-2017 Ted Smith http://www.quickhash-gui.org
Tet  File |Fies | Copy | Compare TwoFiles | Compare Directories | Disks |

Algorithm—— - Single File Hashing

© MDs -

 sHan Complete, Started at : 26/10/18 10:31:30 This is the hash
& SHAZSE (or “drag and drop* afie herey  Eded 3t11031:30 value for !he
© SHAS12 Time taken : 0:00:00 ballot manifest
© xxHashe4

I EA\2018 Primary RLA\2018 Primary San Juan Ballot Manifest.csv

Il 8939790ES7A39FD2557ES0AT2C6A0AC 1 884FCF329D4409C 1DEQOQIEIIZAT64DS I

Expected Hash Value (paste from other utility)

HASHING COMPLETE!

4. Double-click on the hash value, to select the entire string.

3 (or "drag and drop" a file here) G e TRETEn
g Time taken : 0:00:00
B84

I E)\2018 Primary RLA\2018 Primary San Juan Ballot Manifest.csv

8939790E57A39FD2557ESOAT2ZCOADACTEBAFCF329D4409C1 DES0I3ES93A564D9

Expected Hash Value (paste from other utility)

Version 3.2.1
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5. Right click your mouse, and select Copy from the drop down menu.

MD5

SHA-1 Select File Complete. Started at : 26/10/18 10:31:30
SHAZ56 {or "drag and drop" a file here) EndediaiRio-yis0

SHAS12 Time taken : 0:00:00

xxHashs4

I E:\2018 Primary RLA\2018 Primary San Juan Ballot Manifest.csv

8939790E574 DE9093E993A564D9)
Undo

Cut

Expected Hasl Copy Q
I Paste

Delete
HASHING
| Select All
Right to left Reading order
Show Unicode control characters
Insert Unicode control character ¥
Open IME

Reconversion

6. Ifitis not already open, browse to your RLA thumb drive and double-click
the Word document called Hash Values.doc. Inthat document, use your
mouse to click beneath the Ballot manifest hash value heading, and
press Ctrl-V on your keyboard to paste the ballot manifest’s hash value
from the QuickHash utility to the appropriate location of the Hash Values
document.

7. Save (Ctrl-S) the Hash Values document. You will use that document to
copy the ballot manifest’s hash value into the RLA Software when you
upload the ballot manifest.

Alamosa

County:
San Juan

Ballot manifest hash value:

| 8939790E57A39FD2557E50A72C6A0AC1884FCF329D4409C1IDEQ093E993A564D9

CVR export hash value:

Version 3.2.1
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Step 7-C: Hash the CVR File and Save the Hash Value
1. Return to the QuickHash utility, click Select File on the File tab.

# CQuickHash v2.8.0 - The easy and convenient way to hash data in Linux, 05X and Windows

Copyright @ 2011-2017 Ted Smith

Text
Algorithm Single File Hashing
" MD5 _
 SHA-1 Select File
* SHA256 {or "drag and dro
" SHA512

Complete.

rej

http:/fwww.quickhash-gui.org
File FileS l Copy l Compare Two Files | Compare Directuries] Disks l

Started at : 12/02/18 10:20:21
Ended at : 10:20:21
Time taken : 0:00:00

2. Browse to your RLA thumb drive, select the modified CVR file, and click

Open.
nize Mew folder
~ ~
This PC MName
ll Desktop @2013 Prirnary 5an Juan Ballot Manifest

| Documents
r Downloads
) Music

7| Pictures

|l videos

» OSDisk (C)
J €D Drive (D)
. CDOS(E)

= Home (H:)

= AllFiles (T:)

CDOS (E)

MNetwork

] CVR_Export_20181004102608

= Hash Values
Ly Motified_CVR_Export_20181004102608

'Y QuickHash-Windows-v2.8.0
=] Verified 2018 General San Juan Ballot Ma...

v

Date modified Type

1 Microsoft Excel C...
1 Microsoft Excel C...
1 Microsoft Word 9...
1 Microsoft Excel C...

Microsoft Excel C...

Compressed (zipp...

Size
15 KB
13 KB
22 KB
13 KB
2,594 KB
13 KB

File name: | Motified_CVR_Export_20181004102608

v | A (+4)

Cancel

3. If the following error occurs, it means the file is open. Close the file
then proceed to step 4.

Version 3.2.1

Press OK to ignore and risk data corruption.
i Press Cancel to kill the program.

WOK'

¥ Cancel

Last modified 9.22.2020

x|
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4. Double-click the CVR'’s hash value to select the entire string, right click
your mouse, then select Copy from the drop-down menu.

Select File Complete. Started at : 26/10/18 10:38:57

(or "drag and drop* a file hergy  Ended at:1038:57

Time taken : 0:00:00

| E\2018 Primary RLA\Motified_CVR_Export_20181004102608.csv

8939790ESTA39FD255TESOAT2C6A
Undo

Cut

Expected Hash Value (paste from o Copy Q
Paste

Delete

HASHING COMPLETE! K
Select All

Right to left Reading order
Show Unicode control characters

Insert Unicode control character >

Open IME
Reconversion

5. Open (or go back to) the Word document called Hash Values.doc, click
beneath the CVR export hash value heading, and enter Ctrl-V from your
keyboard to paste the CVR'’s hash value from QuickHash to the Word
document.

County:
San Juan

Ballot manifest hash value:

89309790E57A39FD2557E50A72C6A0AC1884FCF329D4409C1DES093E993A56409

CVR export hash value:

8930790E57A39FD2557E50A72C6A0AC1884FCF329D4409C1DES093E993A56409

6. Save (Ctrl-S) the Hash Values document. You will use that document to
copy the CVR file’s hash value into the RLA Software when you upload
the modified CVR file.

Vetsion 3.2.1
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CHAPTER 8: UPLOAD RLA FILES TO CDOS FTP SITE

Before you log in or upload files to the RLA Software, please first upload to
the CDOS FTP site the 1) completed Hash Values document, 2) hashed
ballot manifest and 3) hashed modified CVR file.

Step 8-A: Loginto CDOS FTP Site

1. See Chapter 1, Step 3-B, for instructions on how to log into the CDOS
FTP site.

Step 8-B: Navigate to RLA_current election subfolder

1. Navigate to and click the RLA_current election folder in the RLA
subfolder of your county folder.

Dashboard Secure Folders Address Book My Account ~

Secure Folders

Location | /county01/RLA = |+ A | C| Applet | #Upload | ~

Name ¥

& RLA_current election

+] RLA_general information

_ Click the RLA _current
¥ RLA_mock election election subfolder.

+ 3 @ mpam-fe.exe

2. Click the Upload button.

Location fcountyOl,’RLA,fRLA_current election (2 A || C || applet _1~Upload_ -

Name % Date Modified <
This directory is empty.

Version 3.2.1
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3. When the Open dialog box appears, browse or navigate to the folder for
the current election on your RLA thumb drive, select the following three
files while holding the Ctrl key on your keyboard, then click Open.

e The ballot manifest in CSV format (not the verified version containing
the formula in XLS or XLSX format)

e The Hash Values.doc file, containing the name of your county, the
path of your original CVR export, and the hash values for your ballot
manifest and modified CVR file

e The Modified_CVR_Export.csv file in CSV format (not the version of
that file originally exported from the Dominion system)

@ Open X
« « 4 [ > ThisPC > CDOS(E) » 2018 Primary RLA v & | Search 2012 Primary RLA r
Organize v New folder = @
MyOfficeDocs *  Name - Size
RLA-AUDIT.DE-] {17 2018 Primary San Juan Ballot Manifest 15 KB
B This PC B4 CVR_Export_20181004102608 15 KB
B Deskiop Hash Values 22KB
N {14] Motified_CVR_Export_20181004102608 15 KB
5 Documents = e
# QuickHash-Windows-2.8.0 2,594 KB
¥ Downloads {1] Verified 2018 General San Juan Ballot Ma... 15KB
D Music
&=| Pictures
B Videos
= OSDisk ()
& €D Drive (0)
. CDOS (E)
= Home (H)
= Allfiles (T:)
v
File name: | Hash Values' "Motified_CVR_Export_20181004102608" "2018 Primary San Juan Ballot Manifest’ | | AllFiles v

4, The RLA_current election folder now contains the three individual files,
and the status message shows you the upload was completed
successfully.

Dashboa

Secure Folders

Location |/county56/RLA/RLA_current election & | # A+ C | applet | #upload | ~ Sear
Name & Date Modified ¢
+3 @ 2018 Primary San Juan Ballot Manifest.csv 10/26/18 10:44:23 AM
3 [E] Hash values.doc 10/26/18 10:44:23 AM
DOC

. @ Motified_CVR_Export_20181004102608.csv

The RLA_current election
subfolder countains the three

seperate files

@ Upload Complete Show Details

5. Log out of the CDOS FTP site.

Vetsion 3.2.1
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CHAPTER 9: UPLOAD FILES TO THE RLA SOFTWARE

Each county must designate at least one person to act as the county audit
administrator. The county audit administrator is responsible for uploading
the county’s ballot manifest and modified CVR file to the RLA Software,
and launching the audit sessions during which the county’s bipartisan audit
boards examine and report voter markings from randomly selected paper
ballots. The county audit administrator must have SCORE user
credentials.

Step 9-A: Insert RLA Thumb Drive in RLA Workstation

1. Insert your RLA thumb drive into a USB port of your internet-connected
RLA workstation.

2. Navigate to the folder for the current election on your RLA thumb drive,
and open Hash Values.doc. You will copy hash values from that
document and paste them into the RLA Software during the uploading
process.

Step 9-B: Log into RLA Software and Upload RLA Data

1. Open Chrome and open an incognito window by entering Ctrl+Shift+N
after you’ve started Chrome.

2. In the new incognito window, navigate to the RLA Software at
https://rla.sos.colorado.gov/login.

3. Atthe CORLA User Login screen, the county audit administrator enters
his or her SCORE username and password.

CORLA User Login

User ID

Password

The Golorade RLA Tool is Copyright (C) 2017 the Colorado Department of
State, and is licensed under the AGPLv3 with a classpath exception. See
the project's GitHub site for more information

Version 3.2.1
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4. Enter the responses to the grid challenges from your Entrust grid card and
click on Submit.

CORLA User Login

Grid Challenge:
Enter a response to the grid challenge [F3] [H7] [C5] for the user: countyadmin

The Colorado RLA Tool is Copyright {C) 2017 the Colorado Department of
State, and is licensed under the AGPLv3 with a classpath exception. See
the project's GitHub site for more information.

Step 9-C: Upload Hashed Ballot Manifest

1. Once you are logged into the RLA Software, select the Browse button to
the right of the Ballot Manifest file field:.

= Colorado RLA A Home B

Hello, Alamosa County!

Upload the ballot manifest and cast voter records (CVR) files. These need to be CSV files.
After uploading the files wait for an email from the Department of State saying that you can continue the audit.

Ballot Manifest

SHA-256 hash for Ballot Manifest

Upload

CVR Export

SHA-256 hash for CVR Export

Upload

Intermediate audit report (CSV)

Vetsion 3.2.1
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2. When the Open dialog box appears, browse to and select the ballot
manifest file in CSV format in the folder for the current election of your
RLA thumb drive, then click Open:.

€ Open X
o » CDOS(E:) » 2018 Primary RLA v O Search 2018 Primary RLA y=l
Organize New folder = M @
~
[ This PC ~ Mame Date modified Type Size
I Desktop I ﬁ 2018 Primary 5an Juan Ballot Manifest I 1 Microsoft Excel C... 15 KB
Documents £ CVR_Export_20181004102608 1 Microsoft Excel C... 13 KB
‘ Downloads MW= Hash Values 1 Microsoft Word 9... 22 KB
J’ Musi Ii_"[ Meotified_CVR_Export_20181004102608 1 Microsoft Excel C... 15 KB
usic
) £ QuickHash-Windows-v2.8.0 Compressed (zipp... 2,594 KB
=] Pictures [ Verified 2018 General San Juan Ballot Ma... Microsoft Excel C... 15KB
B videos
= OSDisk (C:)
2 CD Drive (Dy)
- CDOS(E)
= Home (H]
= AllFiles (T:)
- CDOS (E)
=¥ Network W
File name: |\ v| AllFil ~

3. Go to the Hash Values.doc document, select the complete hash value
string for the ballot manifest, right click your mouse, and select Copy from
the drop-down menu.

County: Select the entire string of the
ballot manifest hash value.
Alamosa Make sure there are no exira

spaces at the end of your

File path of the CVR file: selection.

D:\NAS\Exporting CVR data Risk Limiting Audits\Results \CVR_Export 107132322.csv
Calibri A1 - A A &,a.

Ballot manifes , | ., . AT -ise syes

D6CC5BCO195° 77 " 7" *~7 *7C12D2BDFFO896A07EE65EE6B52C09C544D0SDD1DA

CVR export h

[y Paste Options:

.

B275448698F4 R A ECEAESBF8CBABESC5D8514E8F8FB6771F598F2F42

Font...

=q Paragraph...

Version 3.2.1
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4. Go back to the Chrome web browser and click into the SHA-256 hash for
Ballot Manifest field of the RLA Software.

= Colorado RLA A Home 3

Hello, Alamosa County!

Upload the ballot manifest and cast voter records (CVR) files. These need to be CSV files.
After uploading the files wait for an email from the Department of State saying that you can continue the audit.

Click into this field

Ballot Manifest

SHA-256 hash for Ballot Manifest
CVR Export

SHA-256 hash for CVR Export

Upload

Intermediate audit report (CSV)

Version 3.2.1
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5. Right click your mouse, and select Paste from the drop-down menu.

= Colorado RLA % Home =

Hello, Alamosa County!

Upload the ballot manifest and cast voter records (CVR) files. These need to be CSV files.
After uploading the files wait for an email from the Department of State saying that you can continue the audit.

Ballot Manifest

SHA-256 hash for Ballot Manifest Right click your mouse and
! - slect Paste from the drop

Undo
o down menu

CVR Export

Spelicheck »

SHA-256 hash for C!
Writing Direction »

Inspect CtrlShift+

Upload

Intermediate audit report (CSV)

6. The ballot manifest hash value now appears in the proper field. Click the
Upload button.

= Colorado RLA A Home =

Hello, Alamosa County!

Upload the ballot manifest and cast voter records (CVR) files. These need to be CSV files.
After uploading the files wait for an email from the Department of State saying that you can continue the audit.

Ballot Manifest

SHA-256 hash for Ballot Manifest
B6A42ET128BEACBE776AT1A0D4B6F54EA36034EDAIECABASIIBE64CDDAABA3CES

—

CVR Export

SHA-256 hash for CVR Export

Upload

Intermediate audit report (CSV)

Version 3.2.1
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7. You will see these messages when you successfully upload the hashed
ballot manifest.

= A s
= Colorado RLA Imported ballot manifest "Ballot Manifestcsv”. X _ A Home | [

Hello, Alamosa County!

Upload the ballot manifest and cast voter records (CVR) files. These need to be CISV files.
After uploading the files wait for an email from the Department of State saying that you can continue the audit.

Ballot Manifest
File name: "Ballot Manifest.csv”

SHA-256 hash: 6A42ET128B6ACE6776AT1A0D4BEF54EAIG034EDASECABASIIBEB4CDDAABLICES _
Re-upload

CVR Export

Browse

SHA-256 hash for CVR Export

Upload

Intermediate audit report (CSV)

Step 8-D: Upload Hashed CVR File
1. Click the Browse button next to the right of the CVR Export field.

= Colorado RLA A Home =

Hello, Alamosa County!

Upload the ballot manifest and cast voter records (CVR) files. These need to be CSV files.
After uploading the files wait for an email from the Department of State saying that you can continue the audit.

Ballot Manifest [
File name: "Ballot Manifest.csv"
SHA-256 hash: 6A42E7126B6ACBET76AT1A0D4BEF S4EAIG034EDAIECABAL93B584CDDAABASCSS

Re-upload

—

SHA-256 hash for CVR Export

Upload

Intermediate audit report (CSV)

Version 3.2.1
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2. When the Open dialog box appears, browse to and select the modified
CVR file in the folder for the current election of your RLA thumb drive, then

click Open.
€ Open X
o » CDOS(E:) » 2018 Primary RLA v Search 2018 Primary RLA =]
Organize New folder = M @
~
[ This PC ~ Mame Date modified Type Size
I Desktop ﬁEOTSPrimary San Juan Ballot Manifest 1 Microsoft Excel C... 15 KB
Documents Ii_"[ CVR_Export_20181004102608 1 Microsoft Excel C... 13 KB
Hash Values 1 Microsoft Word 9. 22 KB
‘ Downloads
J" Musi @ Meotified_CVR_Export_20181004102608 1 Microsoft Excel C... 15 KB
usic T = - 504 K|
% QuickHash-Windows-v2.8, ompressed (zipp... 2,594
) % QuickHash-Wind 2.8.0 C 1 (; 2,594 KB
=] Pictures [ Verified 2018 General San Juan Ballot Ma... Microsoft Excel C... 15KB
B videos
= OSDisk (C:)
2 CD Drive (Dy)
- CDOS(E)
= Home (H]
= AllFiles (T:)
- CDOS (E)
=¥ Network W
File name: |\ v| AllFil ~

3. Go to the Hash Values.doc document, select the complete hash value
string for the modified CVR file, right click your mouse, and select Copy
from the drop-down menu.

Select the entire string with no extra spaces at the end.
CVR export hash value:

B275448698FA414FCDA1CO7EECEAES8BFECBABESCS5D8514E8FBFB6771F598F2F42

CVR export hash value: Calibri s A As
aly . ~ 12 - 1T . Shyles
BZ75448698F414FCDA1C07EECEAEBBFBCBdBESCSD8514E8F8FBG771F5_?U.I._.HT._ Ar=r=w
3 Cut

Tl
D Paste Options:

.
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4. Go back to the Chrome web browser and click into the SHA-256 hash for
CVR Export field of the RLA Software.

= Colorado RLA A Home 3

Hello, Alamosa County!

Upload the ballot manifest and cast voter records (CVR) files. These need to be CSV files.
After uploading the files wait for an email from the Department of State saying that you can continue the audit.

Ballot Manifest
File name: "Ballot Manifest.csv"
SHA-256 hash: 6A42E7126B6ACBET76AT1A0D4B6F 54EA36034EDAIECABAS93B664CDDAABA3CSS

Re-upload

Click into this field

CVR Export

Modified_CVR_Export_1140.csv @

SHA-256 hash for CVR Export

Upload

Intermediate audit report (CSV)

5. Right click your mouse, and select Paste from the drop down menu.

SHA-256 hash for CVR Export

| |
‘ Undo Ctrl+Z

Upload Redo s
Intermediate audi N Ctrl+V _

Paste as plain text  Ctrl+5Shift+Y

6. The hash value for the modified cast vote record file now appears in the
proper field. Click the Upload button.

C‘.VI{;?Export

Modified CVR_Export_1140.csv m

- sh for CVR Exnort
BD1017T98AECCS379EBDGABAB4T66FTES11BACEBB2DBCSBESGAGBIC46B39408267

—
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7. You will see these messages when you successfully upload the hashed
modified cast vote record file (it may take a little while to upload the CVR).

s, o

ﬂ I Imported CVR export. X I
Upload the ballot ma

nifest and cast voter oo e e ieed

After uploading the files wait for an email from the Department of State sa

Ballot Manifest
File name: "Ballot Manifest.csy"
SHA-256 hash: 6A42ET7T128B6ACBE776AT1ADDABEFD4EASB034EDAIECABASS3B684CDDAAB43CSS %

Re-upload

CVR Export

File name: "Modified_CVR_Export_1140.csv"
SHA-256 hash: 3FCBF7A05CB5C82A5AA251712EDTT2FAGGE876F527 9CDCABAGSF3D39494E40FC _

Re-upload

Intermediate audit report (CSV)

Step 9-E: Log Out of RLA Software and Wait for State to Start
Audit

1. You have uploaded all of the data for your county that the Secretary of
State’s office requires. Log out of the RLA Software by closing your
browser, and wait for the state to start the risk-limiting audit for all counties
the morning after the deadline for completing the uploading process.
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CHAPTER 10: DOWNLOAD THE BALLOT LIST

Step 10: Download Ballot List

1. When the Secretary of State’s office notifies you that the risk-limiting audit
has been defined and started at the state level, the county audit
administrator must log into the RLA Software. See Chapter 9, Step 9-B
for RLA Software log in instructions.

2. Before your audit board arrives or convenes, download the list of ballots to
audit by clicking on the Download button under the heading Intermediate
audit report (CSV). When the file is done downloading, you can open it
by clicking on the icon in the lower left corner of your browser.
Alternatively, you can skip to step 5 in this list to download the list by audit
board and organized by storage location after the number of audit boards
have been selected.

’ CJ

You may now perform round 1 of the audit.

Ballot Manifest

File name: "adams-manifest.csv"
SHA-256 hash: 87EDTF1732CB4CAB9162AT3504DTFE62F0CSABBASEB175CEBOAFIC232ETT2A44

CVR Export

File name: "adams-cvrexport.csv"”
SHA-256 hash: ET1BF2305478430DCD910DF413006493C002CE511BEADEIDCESEGFBTFFO2A43E

iate audit report (CSV)

List of ballots to audit (CSV)

How many audit boargls will be auditing?

~
-3

audit in this round

1

There are 7 ballot carg

@5 adams-general-10..xlsx
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3. The intermediate audit report will open in Excel. To see the ballot list click
on the Round 1 tab at the bottom of the worksheet.

" ¥ Discrepancies (Audited Contests)
o Discrepancies (Non-Audited Contests)
Disagreements (Audited Contests)
2 Disagreemants (Non-Audited Contests)

2 Audited Contests

Regent of the University of Colorado - At Large - Vote For 1

4 Adams COUNTY COMMISSIONER DISTRICT 3 - Vote For 1

Summary

Choic
Clear
Distar

Chole:
Jeff B
Janet

il Round 1
-

imprinted 1D
i 3-800-9
o 3.800-19

Ballot Cards Selected

Number of Ballot Cards Audited

No Disceepancies Recorded
No Disagreements Recorded

g

- e o w -

4. You can use the list of ballots to organize ballot containers and other
materials so things go smoothly and quickly when the audit boards begin
their work. But it's important to note that county elections staff may not
open the sealed ballot containers or retrieve any individual ballots unless

the audit board members are present.

5. If you would like to organize ballots by audit board team you can use the List of
ballots to audit (CSV) after first selecting the number of audit boards you are
going to use in that audit round.

Intermediate audit report (CSV)

List of ballots to audit (CSV)

How many audit boards will be auditing?

!

There are 2 ballot cards to audit in this round

Sign in to an audit board

2 Audit Board 1
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CHAPTER 11: AUDIT BOARDS SIGN IN AND CONDUCTS FIRST
AUDIT ROUND

Step 11-A: Sign in Audit Boards

1. When the audit boards arrive, the county audit administrator must log into
the RLA Software. See Chapter 9, Step 9-B for RLA Software log in
instructions.

2. Select the number of audit boards you would like to use for this round and
click the Enter button. It may take a second to load the audit boards.

Keep in mind that the number of audit boards cannot be changed once
you’ve selected the number you'd like to use within a round, but in
subsequent rounds you can use greater or fewer boards than you’d
previously used.

You may now perform round 1 of the audit.

Ballot Manifest

File name: "adams-manifest.csv"
SHA-256 hash: 87ED7F1732CB4CA89162A73504D7F682F0C5AB8ASB175Ct

CVR Export

File name: "adams-cvrexport.csv"
SHA-256 hash: E71BF230547843DCD91DF413D06493C0D2C6511BEADGSD

Intermediate audit report (CSV)

List of ballots to audit (CSV)

How many audit boards will be auditing?

1 g crer
v

There are 7 ballot cards to audit in this round
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a. At this point you may also download the list of ballots to be audited
by clicking the button below the List of Ballots to Audit (CSV)
heading. The button will not be grayed out once you have selected
the number of audit boards you will use in the round. (Also
mentioned in Chapter 10, Step 10-5.)

3. To proceed to sign in an audit board, click the button for the audit board
number you would like to sign in. Orange buttons already have audit board
members signed into that audit board.

List of ballots to audit (CSV)

How many audit boards will be auditing?

There are 7 ballot cards to audit in this round

Sign in to an audit board

& Audit Board 1 & Audit Board 2 & Audit Board 3 & Audit Board 4

You should repeat steps 4 to 7 for each audit board.

4. Enter the names and party affiliations of both of your county audit board
members. Each member must have a different party affiliation. Then click
Sign In.

= Colorado RLA A Home >

Audit Board

Enter the full names and party affiliations of each member of the Alamosa County Audit Board who will be conducting this audit today:

Audit Board Member

First Name: Ronald LastName: Reagan

Party Affliation

Othes
Unaffiliated

Audit Board Member

First Name: Barak LastName: Obama
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5. The Ballot Cards to Audit screen will display. This screen lists each
ballot that was randomly selected for the audit. Click on the Start audit
button when the ballots have been retrieved and your audit board is ready
to start reporting voter markings from the paper ballots.®

The Audit Board(s) must locate and retrieve, or observe a county staff member locate and retrieve, the following randomly
selected ballot cards for the initial round of this risk-limiting audit:

Audit Board 1: Click Start audit to begin reporting the votes you observe on each of the below ballot cards that have been

assigned to you

Download ballot list as CSV

Storage bin
Bin 1

Bin 1

Bin 17

Bin 17

Bin 17

Bin 17

Bin 22

Scanner

© O O O W w

10

Batch

800
800
1600
3200
3200
3200
2

Ballot position
9

19

13

31

41

47

21

Ballot type Audited
55

60

45

9

19

24

5

Audit board

1

AR W NN

You will notice that the ballots are sorted by storage location, and on the far right

the software notes which audit board each ballot was assigned to.

3 At this point you may download the list of ballots to be audited if you did not do so before or
would like to for whatever reason by clicking on the Download ballot list as CSV button.
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Step 11-B: Ballot Card Verification

1. Each county audit board now begins the audit in earnest by reporting the
voter markings they observe on each randomly selected paper ballot into
the RLA Software.

2. Each page of an audit board’s user interface corresponds to the next
ballot card listed in that audit board’s ballot list, starting with the first. The
top of each screen identifies the audit board working on that ballot and the
audit board’s progress through their list. On the left side, the ballot
identification information can be found. The audit board should confirm all
of this information, especially that the ballot type matches the ballot type in
the header of the ballot, before begin making choice for each ballot.* If the
wrong ballot’s marking are entered into the RLA Software, it may result in
discrepancies sending your county, or perhaps even the whole state, to
another audit round.

Audit Board 1: Ballot Card Verification

Enter ballot information

Auditing ballot card 1 of 2

Current ballot: Are you looking at the right ballot?
Storage bin: Bin 1 Before making any selections below, first make sure the paper ballot you are examining matches
Tabulator: 3 the current ballot information displayed on the left. If you make selections based on the wrong

Batch: 800 ballot, you may have to audit more ballots later.

Ballot position: 9
Baliot type: 55 Ballot not found - move to next ballot

If your audit board cannot find the correct ballot they should select the red
button that says Ballot not found — move to next ballot. This should be
used only as a last resort. Selecting this button will result in discrepancies
for all contests on the ballot and vastly increase the likelihood of another
audit round.

4 Some counties use ballot images obtained from the voting system to ensure the ballot they
retrieved is the ballot that is being presented by the software. For instructions on how to obtain
ballot images, see Appendix I. Remember, under no circumstances should the audit board use
the ballot images for entering voter choices into the software. That must always be done from the
original ballot submitted by the voter.
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As the audit board moves down each page, it should find the same contests and
choices as the corresponding paper ballot. If that is not the case, the audit board
should stop immediately and try to determine if the right ballot was located.

Step 11-C: Reporting Voter Markings

1. The audit board must replicate the voter markings from the paper ballot in
the RLA Software by selecting the box that contains the candidate or
choice the voter made on their ballot. At the top of the selection part of the
ballot screen there are some basic instructions to help remind audit
boards of these instructions.

Ballot 'type: 55 Ballot not found - move to next ballot

How to match For each ballot contest:
selections with ballot

Select exactly the same voting choices as the voter marked on the paper ballot you are

examining.
Overvote )

Example 1: If the voter marked three candidates on their ballot in this contest, select the exact
Undervote y same three candidates below.

Example 2: If the voter did not vote for any of the candidates or choices in this contest, select
Blank vote ) “Blank vote — no mark”
Write-in )

Regent of the University of Colorado - At Large
2. Below the instructions the audit board will find each contest as it appears

on that particular ballot along with all candidates or choices for that
contest, including certified write-in candidates.

Regent of the University of Colorado - At Large
Clear Winner Distant Loser

No audit board

COnsensus Blank vote - no mark

[# Add comment
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Once an audit board makes a selection the box(es) they’'ve selected will
be highlighted in blue.

DidlIR VUIE — 11U HHAIR

Regent of the University of Colorado - At Large

Clear Winner PETIT < ——

No audit board

CONSensus Biank vote - no mark

[&, Add comment

To deselect a choice, the box should simply be clicked again.

3. Sometimes voters make more than one mark, or make too few or no
marks, or do other things that are hard to understand. Audit boards can be
can be confused about these situations. To help reduce confusion in
commonly encountered abnormalities there is a mini-FAQ that scrolls with
the audit board on the left side of the ballot screen. If the board
encounters any of these situations they can click the appropriate issue
and the software will provide guidance.

How to match For e:
selections with ballot
Select ¢
examin

Overvote >
Exampl
Undervote y ~samelt
Exampl
Blank vote ) ‘Blank

Write-in )
Re

We can't agree )
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4. Some of the commonly encountered questions the audit board members
may have are discussed below. If there is any question about voter intent,
please consult the Secretary of State’s office’s Voter Intent Guide.

a. Overvote: If the voter marked too many choices (or in cases when
the voter appropriately marked more than once choice) the same
choices should be selected in the RLA Software.

Regent of the University of Colorado - At Large

SR

No audit board

ierne Blank vote - no mark

[&, Add comment

b. Undervote or blank vote: The most common type of undervote is a
contest that the voter decided to skip—made no mark. The audit
board should select the Blank vote — no mark button.

Regent of the University of Colorado - At Large
Clear Winner Distant Loser

No audit board
CONSensus Blank vote - no mark

[# Add comment

Like an overvote, if the contests allows the voter to choose more
than one candidate, but decides to make fewer than that, the audit
board should reflect the choices the voter made exactly.
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c. Sometimes audit board members may not agree on what the voter
intent was. In these situations, the audit board members should
consult the Voter Intent Guide and try to come to a consensus. If
they cannot, the audit board members should mark the No audit
board consensus button. However, this selection will result in a
discrepancy being reported, which may cause your county or the
entire state to audit more ballots. The RLA Software will produce a
warning for the audit board if they select this button.

1 rh7rlapoc2.sos.state.co.us says

lot
per ballot you are

—— . bpntest, select the exact

Same three candigates Delow:

Example 2: If the voter did not vote for any of the candidates or choices in this contest, select
) Blank vote — no mark”

Regent of the University of Colorado - At Large

Clear Winner Distant Loser

No audit board
CoNsensus

Blank vote - no mark

[} Add comment

d. Write-in candidates:

e |If the paper ballot contains a write-in vote for a certified write-in
candidate, the audit board should select that candidate in the
RLA Software. (All certified write-in candidates appear as
selections in the software.)

e |If the paper ballot contains a write-in vote for a named
candidate, the audit board should select the named candidate in
the RLA Software.

¢ |If the paper ballot contains a write-in vote for an unqualified
write-in candidate, the audit board should select Blank vote —
no mark in the RLA Software.
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e. Withdrawn candidates and contests:

e If the withdrawn candidate or contest appears as a choice for a
particular ballot in the RLA Software, the audit board should
faithfully replicate any and all votes for the withdrawn candidate
or in the withdrawn contest.

e If the withdrawn candidate or contest does not appear as a
selectable choice in the RLA Software version of the ballot, the
audit board should select Blank vote — no mark.

Step 11-D: Reviewing Voter Markings

1. After entering the voter markings for every contest on the ballot, click the
Review button at the bottom of the page.

No audit board

lank vote - no my
consensus Blank vote - no mark

2, Add comment

2. On the review screen, the audit board should confirm that the information
displayed accurately reflects its interpretation for each contest and choice
from the corresponding paper ballot.

3. If there are any discrepancies, the audit board should click the Edit button
next to the contest that has a discrepancy, and reenter the voter markings
for the contest. If the review page accurately reflects the audit board’s
interpretation of all votes in all contests, the audit board should click the
Submit & Next Ballot Card button at the bottom of the page.

narkings 1o ne Dailot

s the audit board's interpretation of all votes in all contests
m of the page.

Regent of the University of Colorado - At Large

Adams COUNTY COMMISSIONER DISTRICT 3

T | < —

4. Repeat Steps 11-C and 11-D for every ballot listed on your county’s ballot
list.
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Step 11-E: Re-audit

1. Once the audit board replicates and submits the voter markings from all ballots,
the audit board is given the opportunity to re-audit individual ballots they think
they may not have inputted the correct markings. If the audit board wishes to re-
audit the ballot they will have to give a reason why they are choosing to re-audit
the ballot and then are presented with the races from that particular ballot again.
When the audit board decides to re-audit a ballot, all markings from the previous
times the ballot was presented will be deleted before the ballot is presented
again.

2. For each ballot the audit board wishes to re-audit, the audit board should find the
ballot from the list that is presented (sorted first by storage bin, then scanner,
batch, and finally ballot position), then click the Re-audit button.

3. The audit board should then retrieve the paper ballot to re-audit and faithfully
replicate the markings that the voter made on their ballot. (Go back to Step 11-
C). Once the audit board has completed that ballot they will be returned to the re-
audit screen.

Audit Board 1: Final Review

This screen allows you to re-audit ballots previously audited in this round. If you choose to re-audit a ballot, you will be presented
with blank data entry and review screens for that ballot - data from the previous audit will not be prefiled. Once you submit a re-
audited ballot, the most recent data will replace older entries. You will be able to re-audit multiple ballots if you wish.

If you are satisfied with your initial data entry and wish to complete the round:
+ Click the button below labeled "Review Complete - Finish Round"
If you wish to re-audit a ballot:
«+ Click the "re-audit" button next to the appropriate ballot card in the list below

When you are finished, click "Review Complete - Finish Round.” Once clicked, ballot data from this round of the audit is no longer
editable.

Review Complete - Finish Round

Storage bin Scanner Batch Ballot position Ballottype Actions

Bin 1 3 800 9 55
Bin 1 3 800 19 60 Re-audit
Bin 17 5 1600 13 45 Re-audit
Bin 17 9 3200 31 9 Re-audit
Bin 17 9 3200 41 19 Re-audit
Bin 17 9 3200 47 24 Re-audit
Bin 22 10 2 21 5 Re-audit

4. When the audit board is confident that all choices are correct, they should click
the Review Complete — Finish Round button.
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Step 11-F: Concluding the Audit Round

1. When the audit board as completed any re-audits they wish to undertake,
the RLA Software displays the End of Round page. The audit board
members must “sign off” by entering their first and last names, then click
the Submit button.

= Colorado RLA A Home =

End of Round 1

Congratulations! You have completed reporting the votes on all ballots randomly selected for this round of the risk-
limiting audit of the Alamosa _Coun'g( 5/10/2018 Coordinated Election . After the judges have signed off on the
round, updated audit status will be displayed on the next page.

Please complete this audit round by entering your names in the fields below, making the following certification, and
seﬁ%&ggﬂ?au{ I:'élgrBs gnterlng his or her name ‘and selecting Submit below, each Audit Board meniber |nd|V|duain
cel :

« Personally located and refrieved, or personally observed a county staff member locate and retrieve, each paper ballot randomly selected for Audit Round 1 of the Alamosa County 5/10/2018 Coordinated
Election

« Personally examined each such randomly selected ballot;

- Accurately entered the voter markings contained in each ballot contest on each such randomly selected ballot, to the best of his or her ability;

= Where applicable, resolved ambiguous markings, over votes and write-in votes in accordance with the current version of the Secretary of State's Voter Intent Guide:

« In the case of physically duplicated ballots, if any, the Audit Board's report reflects the voter markings on the paper ballot originally submitted by the voter.

Audit Board Member #1
Audit board members "sign off"
by entering their first and last
names in these fields

FirstName: Ronald Last Name: Reagan

Audit Board Member #2

First Name: Barak Last Name: Obama

_

Version 3.2.1
Last modified 9.22.2020 Page 67 of 71



RLA Software Complete Reference Guide

Once all of the county’s audit boards are complete the round is over for the
county. However, counties will not know the outcome of the audit until every
county has completed their audit because of the statewide audit. Wait to
hear from the voting systems team at the Secretary of State’s office for
notification that the round is over. The notification will indicate whether the state
as a whole requires another round or not and instructions on how to proceed. To
check if your county contest’s risk-limit was satisfied, you must log back into the
RLA software (see Chapter 9, Step 9-B). If both the state and county contests
both had their risk-limit's met the final audit report will be available to download.

Hello, Adams County!

You have successfully completed the Risk-Limiting Audit! Print all pages of {our final audit report. Have
the judges and county clerk sign the last page of the report and email’it to RLA@sos.state.co.us. You can
now proceed to canvass!

Ballot Manifest

File name: "adams-manifest.csv"
SHA-256 hash: 87ED7F1732CB4CA89162A73504D7F682F0C5ABBA5B175C8B0AF3C232E772A4AE

CVR Export

File name: "adams-cvrexport csv"
SHA-266 hash: E71BF230547843DCD91DF413D06493C0D2C6511BEAD6SDCESEGFB7FF02A43EDB

inal audit report (CSV)
—

List of ballots to audit (CSV)

LSS e

After printing the audit report, the clerk should sign and date it. Submit the
signed and dated audit report to the Secretary of State by email at
rla@sos.state.co.us.

If either the state or county risk limit was not met, a message will be
displayed instructing the county to wait for the state to start the next round.
Wait for notification from the state that the next round is now ready to
proceed.

= Colorado RLA & Home G

End of Round 1

The current round, Round 1, is complete. Please wait for the Department of State to begin the next round.

For any subsequent rounds, please repeat the steps from Chapters 10 and 11.
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APPENDIX |: OBTAINING BALLOT IMAGES FROM DEMOCRACY
SUITE

The steps below contain directions for how to obtain ballot images general. As an
alternative, for obtaining single ballot images, you could navigate to the folder of the
associated project on the NAS, open the Results folder, and then tabulator folder, batch
ID folder, and finally locate the record (position) PDF. This can be done for each
individual ballot.

General Directions

1. Log into the project in RTR. For help with this see the RTR user guide.
2. From the top menu, select Actions.

o EMAS Results Tally and Reporting
Election Project  Settings Bctions Help

B Configu k--ulr-'. Export  Eesults export in

Result Files

e Qo
=
[
<.
S
]
=
-}
3

4. Select your filter criteria and then select Add.
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5. Select additional filter criteria (e.g. specific contest, exception, precinct, ballot
type, etc.) then click Export. NOTE: If you leave ‘All' selected and do not select a
specific item from the list, the export will include all images, sorted by that

particular filter criteria (in Step 4).

s Expont Ausdit lenages

6. A confirmation message will display. Click Yes.
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Question

o The audit images will be exported to the Results directory on
the NAS,
This aperation can take a considerable amount of time,

Do you want to continue?

7. A progress bar will display as the images are being exported. When the process
is complete, a confirmation message will display. Click Close to close the

message.
Infa: —_ o *
@ ke | Copy to cipbsard
me

8. The exports will be saved to the project’s folder on the NAS.

 Data (D) » MNAS » CO 571 Acceptance Test Project » Results » w Search Results
" Name a Date madified Type Size
" Auditimages T/30/2020 T=41 AM  File folder
Tabulator0001 10/30/2019 737 AM  File folder %

’ TabulaterD0D02 10/30/2019 7:35 AM  File folder

o Tabulater0D0g 10/30/2019 7:34 AM  File folder

* [] CR_Export_20191101080054.c5v 11/1/2019 8:01 AM 5V File T25KB

" [ ] €VR_Export_20191101081203.c5v 1A/2019 812 M CSV File TISKE
|: CVR_Export_ 2019110082437, cav 11/1/2019 B24 AM SV File T25 KB
I: CVR_Export_ 2019710413470 csv 11/4209 147 P C5VFile T2 KB
"!-_ CVR_Export_20200421145652.zip 4421/2020 2-56 PM Compressed (zipp... 194 KB
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